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Construction and security of nonalgebraic hash functions based on
B -Transformationson [1,2)
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0000000000000 O00000000000 2% =1.d;d,d;--x109Q
oooooo2f+kA 0 2° gpoooOOO0L OOOOOOOOOO0O0O00
0oo0oooooQ

d,d,d, - d .- < 45036 ---x10® (16000 ) 000
0.d,d,d,--d - /(0.45036 --- x10* (16000 )) <1x10* 0000 dy
gooooooooooooooooboooooooooo
2"t =14d,d,d;---x10% 0001 000000000000 O0O0O0O0OO0OO
gooooooooooooooood

Joobogoouoobd

gobobooboobobobboobooobogo"buoo"muoooboonooooooooa
goboboooboo m bagoo
1 0 3.14159265358979323846264338327950288...(0 0 O)
I O I
oboboomoboobobobobobobooooooobooobobooobbooboboooD

ggooooo
gobbooboooboboobuoooooobooboooboonooboooooon

00 12345672 = 1.524155(0000)

ooooocooao
float f=1.0/3;

gogboboooooon
f =0. 333333343267440796

Ogddddfleat DOOO0DO0OO0OO0O0OO0OOOOOO 70000000000
doubl e f=1.0/3;

oooogo
f =0. 333333333333333315

O00COOdouble 0O0DOOOOOOODOO 150000000000

14



gooooogod
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0000000 [x|>|y] |y|0|x|00000000000C0000000
xty 0y 000000000 ooooooooooomoooooooO

ool 101 0101 1
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gogboboobouoobbooobdoooo ndoboobobaoboobooaooo
oboboooboboobooomoboobobobooobobobobob
ggooooo

gobooaooo
g robbooboad
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<---->
100000 .2 —100000 .1 = 000000 .1
D <>
0o 70 0o 70 000000000

0000000Ox 0O yOOOoooDOOOOOOx—-y DOODOODOODOOODOO
O00000000000000000000 cancellation error D000 OO
O00o0o0ooooooooooooogoog

-b++/b*-4ac

000000000000 a’+bx+c=0ppooo *© a O

b?>>4ac| OO0 DbO yb2—4ac DOODDOO0O0 -b+yb?-4ac

-b++/b* —4ac

gobobobbogooboao 2a 0000000 b++b*-4ac O

2c
ooo X:_ibh/m O0o00ooooooooooooooa

goooon

ooooobooo@oog)
gogbobobbuooboooboobooboboooooobbobooboaooo
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XS X5 X7 X9 XZn—l X2n+l

SNX = Xx-—+ = -+ = M -)"" — +(-)"——+--
3 3 7 9 (2n-1)! (2n+1)!

gobobobobuooboboobuooooooboobooooooboboooo
gobobobobuoobobooobuoobuooobooboobobooobooon

3 5 7 9 2n-1 2n+1
snx = x>+ X 2 X mmm (-t ()
3 5 7 9 (2n-1)! (2n +1)!
ogooooo

goooooooo

O0snxOOOOoOooooog

oo0oO00ooOobono sinxOOOOoOoOOoOobDOOobOOoOobOOoO0obOoobDoooDooboOoboo
0070000000000 O00O00O0O0 1000 1500000b00L0ODbObLODbOnO x=22 0O
gogbobooaoooobbad

sinx = {{{F,(X) +F,()} + F;()} + F,(X)} +---+ Fy(X)

gooogd
F1 22. 000000000000000 22. 000000000000000
F2 -1774. 666625976560000 -1774. 666666666660000
3 42946. 933593750000000 42946. 933333333300000
F -494912. 281250000000000 -494912. 279365079000000
==} 3326910. 250000000000000 3326910. 322398580000000
F6 - 14638405. 000000000000000 - 14638405. 418553700000000
F7 45416588. 000000000000000 45416591. 170384800000000
F8 - 104674424. 000000000000000 -104674429. 173648000000000
o 186258896. 000000000000000 186258910. 735463000000000
F10 - 263594464. 000000000000000 - 263594481. 859544000000000
F11 303761248. 0O0O0000000000000 303761260. 047665000000000
F12 - 290554240. 000000000000000 - 290554248. 741245000000000
F13 234380416. 0O0O0000000000000 234380427. 317938000000000
F14 -161595616. 000000000000000  -161595622. 253393000000000
F15 96320536. 000000000000000 96320543. 313598900000000
F16 -50128108. 000000000000000 -50128110. 713743900000000
F17 22975382. 000000000000000 22975384. 077132600000000
F18 - 9344609. 000000000000000 - 9344609. 994396800000000
F19 3395488. 500000000000000 3395488. 916882920000000
F20 -1108918. 000000000000000 -1108918. 107807910000000
F21 327266. 031250000000000 327266. 075718922000000
F22 - 87705. 843750000000000 - 87705. 858609057700000
F23 21439. 207031250000000 21439. 209882214100000
F24 - 4799. 526367187500000 - 4799. 527096665880000
F25 987. 657653808593000 987. 657786898931000
F26 -187. 461288452148000 -187. 461321121208000
27 32. 921360015869100 32. 921364086598300
F28 - 5. 364962577819820 - 5. 364963036334550
F29 0. 813484311103820 0. 813484370171028
F30 - 0. 115057393908500 - 0. 115057403612734
sinx - 16. 180646896362300 - 0. 022378806339483
goog
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ooDoOo0obOoOoD sin22 0O -16.180. OOO0O 16. OOODOOO

Do0RURpDDODOOO0O O0DDOO0O0OO0O00O0OO0D0O00O0O0O0O0O0OOOOO0OOO0O0OOOO0
00 FRO0O0OD0O0000000000000000000000000000000000000
O00000bO0O00bO0O0bO0O0O0bOoOoOoboOobOObOoEsn2boobbooboDoog sn22
o00oo0obOo0bOOo0obO0ogoobodsinxk DooboooooboooboooboOoboooo
000 R O0O0D0DO0O0OOODODODODOOOODOOODOOO

O00O00b00O0sin2200 -0.02237... OOOOOODOOOOOOODODOODOODODOOOO
O00OO00b00OO0bbOOoO00sin22000000

sin22 = -0.008851309290403875921690...

000000000000000000000000000000000000O0000R,, 0000
0000000 sin22 0000000000000000FR 000000000 sinD0000
00 sin22 OO00000MDOOoO0OO0Oo@uobOOo)yY booobooobobooooboooooo
gobooaooo

HornerOO OO 4UQg

3 5 7 9 X2n—l
SnX = X-—+—-"—+"— [ (-)"*
3 3 7 9 (2n-1)!

At abaal )
203 (2n-4)(2n-3) (2n-2)(2n-1)

+— G —>

“ G, >

2
G, =1, G, =1- X xG,,
(2n-2k)(2n -2k +1)

G,y = x[BG,

ggbobooooboobbooooobobaobboobbobboobooobooboooboobon
Oo000oooooG, 0000poooo0o00oooopooooooooogooo yoooomo
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01

ISR L

GZS GZS
-2 * -01
0 15 30 0 15 30
GL 0. 858562231063842000 0. 858562244301578000
(€23 0. 869817018508911000 0. 869817003057028000
G3 0. 858252048492431000 0. 858252043946261000
(€4 0. 849276483058929000 0. 849276491556607000
(€5) 0. 838804006576538000 0. 838803991406510000
(€3) 0. 827388942241668000 0. 827388974557503000
(€74 0. 814775109291076000 0. 814775086176765000
(€3] 0. 800832748413085000 0. 800832756712346000
(€] 0. 785380363464355000 0. 785380368633014000
GLO 0. 768217027187347000 0. 768217013159524000
Gl1 0. 749111294746398000 0. 749111312841288000
Gl2 0. 727800428867340000 0. 727800393832444000
GlL3 0. 70398706197 7386000 0. 703987066710165000
G4 0. 677339255809783000 0. 677339261091174000
Gl5 0. 647492229938507000 0. 647492255518141000
Gl6 0. 614056348800659000 0. 614056340306920000
GL7 0. 576633512973785000 0. 576633520358191000
Gls 0. 534848988056182000 0. 534848960244392000
Glo 0. 488405317068099000 0. 488405342374929000
Q&0 0. 437171012163162000 0. 437170986406034000
1 0. 381313532590866000 0. 381313574793799000
2 0. 321486204862594000 0. 321486138969856000
&3 0. 259050846099853000 0. 259050993993283000
4 0. 196278139948844000 0. 196277685302888000
&5 0. 136376187205314000 0. 136378184667288000
6 0. 083248965442180600 0. 083235536403225500
7 0. 040654778480529700 0. 040809532877115400
&8 0. 016154360026121100 0. 012409304373806700
9 - 0. 303118377923965000 - 0. 001017219487076060
sinx - 6. 668604373931880000 - 0. 022378828715673400
GZG;Gz7aG28 l:ll:ll:ll:ll:l
2
X
G =1- xGyy
(2n-2k)(2n-2k +1)
goodooooon
= (-)0.0IIIIII1]
/<' ______ >
gdodooooouoooooboobooao
goo

gogbobobobuooboooboobuooobooboobobooooobbaoboboobooon
Gx.G,,G 00D0UDOODDOUDOD 0.0 0000000DO0DOODDOOOUOUDOODOOOD
O0000000G,k,G,.,G,, 000000000 0N0O0NONDODDOO0O0O0O0DONOODOooOoOooooon
O00O00bO0o0bODOO00OO0O0bOo00obO00DOOHomerdoOOOODOO snxOOOODOOO
goooon
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gobobooboobobobboobooobobobomoboooboobooooboooboo
oo -b0bbo -dddooouoooobobobbooooa

OOHormer D000 OOngonogg

O00O00bO0O00oDOo0obOoOobD snx O HormerOOODOOODODOOOOOODOOOOO
goodbHorner DO OOOOOOOODOOOOLOOOODODOODDOOOOODOOOODOOOODOOO
gogbobobobooboboobuooooooboboobobobboobooboboobooooobon
gogbobooboooboboobuoooooon

goboboobuoobooboooooobobbobboobobboboboobobobboan
ggboboboboobobobbooooobbaobboobbobbooboobbobooboooooon
gobobooooooo

.0 Hormmer OO OOOoooooon
000000 1000000099990 000 20000 0O0O0OOOO
1) Xy =22 0 Xgee=26 000 1999900000

X = xN%xi . i=01,--19999,

goog
2)0 X0OOOOO sinJ00D0OCOHormerJ000O0D0COOOOO0OO YV;0000

3) yooooooooooooboooboooooooooboboooo 400D0OO0ODO

Y, = -6.66860437393188E+000 — 8604
Y, = -7.80057716369629E+000 — 0577
Y, = -7.64557886123657E+000 — 5578
Y, —  4.75384521484375E+000 > 3845

gogbobooobooobbaooo

8604, 0577, 5578, 3845, 6527, 7537, 5051, 2681, 7372, 4805
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8009, 6213, 4359, 2754, 1024, 7043, 3334, 9752, 0997, 3157
3356, 1578, 3988, 6373, 2061, 9528, 7992, 8025, 8380, 8188
5659, 9127, 9128, 7107, 7425, 5777, 7124, 6652, 1248, 4866

1865, 3989, 1062, 3191, 5297, 7684, 4450, 0978, 9402, 5752.

function Ho(x:single) : single; procedur e gen20000sgl Ho;
var var
i : integer; X, Yy, xstep : single;
G : single; i : integer;
begi n YStr, RanStr : string[50];
G =1; F : TextFile;
for i:=29 downto 1 do begin
G =1- (G x*x/ ((2*i)*(2*i +1))); XSt ep: =(26. 0-22. 0)/19999;
Ho: =x*G AssignFi |l e(F, ' ran20000. t xt");
end; Rewrite(F);
for i:=0 to 19999 do
begi n

X: =22+xstep*i;
y: =abs(Ho(x));
YStr: =Fl oat ToStr F(y, ffExponent, 15, 3);

if YStr[2]="."' then
RanStr: =Copy(YStr, 5, 4)
el se
RanStr:="error';
[DOD0OD0OOooOo] WiteLn(F, RanStr);
end;
Cl oseFil e(F);

end;

gogbobooboooboboobuoooboobaooo

.0 HormerU OO ooooooon
g.0.0 bbooodgoo

ooo00oob 0oooboOoooboooboobOoobOo@ 200000obOoOobD)yooboo
ggbbobooboobbooooobbaobboobobobbooboooooooooobon

goboobooboad

gooo
gobobobboobooooooboaonooo

Q :{0’1’ 2, n—]}
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00000 Pr{X, =k, X,=k,, X, =k} = [Ti4 P{X, =k}
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() OO oooooooXooo
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ggbobobobooboooboonoao
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10000:7852 0O 1: m/4
ooooooooon
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00000000000000mn=3.1415926..0 000000 (3.1408- )/ m=-2.52309x10"
00000000000 00o0o0oo00o0oooo0oo0oooooDoooDOOooDOoonn
000000000 000000 random(10000) DDDD(RandSeed=1)DX2+y2<1DDDDD
0000 787100000n0O3.1484 000000000 216684x10° 0000000

2
ooy ooonoifioooo X OO (DO0000)

000 HormmerODODOODOODOOO 2000000000000000

gogoesoooobobOobOobOobbOOoobOOoOoooOogon

goooo
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ugd.0.0 goboboboboooooobbaobooboooo
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O0D00D00D0MMO 0000000000 8000 0000000 ODN M
00-000000000000000000000000000000000
00000000 X,,1 00000 X, -+ ,900000 X,00
O X, Xy 00000000000000000000
O0-00000D0000 Y O
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2
OooDooYOoDOOOOODOO 90 X 00000000000000

goooaad

ooo0yYyD [0e) ODOOOOOOUOOOOODDOOOOOODOOODOOA
O0D00C0O00O0YO [a o) OODOOODOOOOD 005000000
000o0oooOoPr(a<sY)=005000000 aODOO
Ofa, o) OOOOOOOO0O0O DOODOOODOODOOODO
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0015 |

001

0000000 Xg-4X, 00000000000 Xy =Xy, Xy = X

X | % XL X% X X | % X | % Xg

8022 | 8021 | 7897 | 7992 | 8067 | 8107 | 7953 | 8016 | 8022 [ 7903

O00000b vyDOOoUOoO yoUouoooDOoOooooo [awx) 00O
0oob0obob0obob0obobob0ob0obo0bOobOobO EXCEL
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O CHITEST 00000 X% 00 X, 0000 800000 yOOO
Doo0oX’000000 [yw) 000000000 Pr(y<Y) 0000
0000000000000

(EXCEL O CHITEST O0OOO) < 0.05
000 yOOOOOOOOOODOOOOOOOO00O00O0
oDooooo

(EXCEL O CHITEST 0O O0O)=0.8355
0000000.8355>0.05 000000 00900000000 (8000)0 O
0D0000000000000000000

000D0000000000000000000 nO00O0ODO
0000D0000000o0ooO0 koooooa Ay A
00o0oooo0 Py R0O000000000 nOO
D000D000000 A 0DO00D0OOOO0DO000O0
X,00000 n0O0000000(NR 25)00000

Y=(xl_npl)2 +(X2—np2)2 +.__+(xk_npk)2
np, np, NPy

2
0000000 k10 X' 000000000000000
0000000000 X, X, 0000 X,,% 00
00 YOODOOO yO

Y = (% _np1)2 + (%, _np2)2 R (% _npk)2
np, np, NPy

000000000000000000000000000
O00D0 EXCEL O CHITEST ODDOOX,Nnp;,i =1,k
000yO00OO0O00000 k10 X°00O000D000O0 Y
0000 Pr(y<Y) DOO0OOOOO

goam oo ODDDDDDXZDD Cooooo)

oboob20000000 80220 OO0 o0OO0OO

8604, 0577, 5578, 3845, 6527, 7537, 5051, 2681, 7372, 4805 ...
NtV 20 N A 11 X\
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b0 oobobOobOobOobOob oobbDUObOobOOObDOOObDOOObDObOODbDOn

787 745 655 600 506 471 400 386 369
8021 7219 649.7 584.7 526.3 473.6 426.3 383.6 3453

9 10 11 12 13 14 15 16 17 18
349 260 259 218 202 177 163 143 142 116
310.7 279.7 2517 2265 2039 1835 165.1 148.6 1338 120.4

19 20 21 22 23 24 25 16 27 28
110 99 93 82 68 54 48 43 48 54
1084 975 878 79 711 64 57.6 518 46.6 42
29 30 31 32 33 34 35 36 37 38
32 27 34 32 25 23 18 21 16 146
378 34 30.6 275 248 223 201 18.1 163 146.4

00 0000 01 000000000000D000 p=0100000000000000000
p000 kOODODDODODODO (I-p)poo0 kOODODDOODODOODO (A-p) 000000
000000000000 MO0O00D00000 8021000 0000000000000 0ODO(@
DDD)X%DDABEMILDDDD@HWEHMDogmzmmmmmgmzﬂmsmmmm
000005 00000000000000000 000000000 00000000000000

O00Juv) 00000000 Kolmogorov-Smirnov 00 (DO0O0O0O0O0)

000D000o0ooooooon [l o000 0Do0o0ooooDoooooDon
Kolmogorov-Smirnov O O (KSO OO O)
o000

[0 0000000000000 0O0O0 FOOxO[0lOO F(X)=xO0O0OOOOoOOoOooooo
oooooo u,u,Ug,---,u,,Nn=20000, cooooo Owu,Ou,,Ou,--- 000000
ﬁ@p1#i|ousu #F=0000000000000)
n
oooooooooo

{(F(X)-F}x+/n (0 F,0000000000)

gobobobobooobooooo
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0.006

0.003

-0.003

-0.006

Kolmogorov-Smirnov 0O 0 0O O
Ky =nmax,{F,(x) - F ()} Ky =vnmax {F (x) ~F,(x)}
goooooooooooon
#{i] Ou <k} - 2k+1), k=041,9999,

oboboooboboobob 43800000 -0 0bobobob

max  {F,(x) - F (x)} =43/20000 max {F (x) - F,(x)} =69/20000
ggo
K. = 43/~/20000 = 0.3041 K~ =69/~/20000 = 0.4879

o0oOOo0obOOoO0bDbOOo0oo0OODb oo 0000OODbDOODOO  -0.5In0.05=1.2239 OO
gogbobooboooboboobuoooboobaooo

e DU OOUOOOOOODLODOODLOOODOLODODUOOODLOOOLODbDObDDbLDOOO0ODbOObOn
gogbobobobouoobbooobuoooooobooboonoooooboboobooooo
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goboooogooogooooogd

PASCAL ( Del phi )
type
bl 12 = record
case |12 : Bool ean of
True : (L, H: integer);
Fal se : (Dbl : doubl e);
end;
function SSR x:double) : doubl e;
var

i : integer;
FLLH : Dbl 2;
begi n
FLLH Dol : =1;
for i:=1 to 24 do
begi n
FLLH Dbl : =FLLH Dol *x;
FLLH H =( FLLH H and $0007ffff) shl 1; {shift manti ssa H
if (FLLHL and $80000000)<>0 then i nc(FLLH B ;
FLLH L: =FLLH L shl 1; {shift manti ssa L}
FLLH H =FLLH H or $3ff 00000; {set exponent 270}
end;
SSR =FLLH Dol ;
end;
FAORTRAN

C FrFAXIIRAAX AR AR A I A I AKX

C INMs-WNDOMS, DBLH(0) AND DBLH.(1) BELONMUST BE EXCHANGED
C E R R R R R S

FUNCTI ON SSR( %)

DOUBLE PREQ S| ON SSR, X, DBLFL

I NTEGER |, DBLHL(O: 1)

EQU VALENCE( DBLFL, DBLH.)

| NTEGER Z7FFFF, Z807, Z3FFO5

DATA Z7FFFFH 524287/ , Z807/ - 2147483648/
DATA Z3FF0O5/ 1072693248/
DBLA =1

DO 200 | =1, 24
DBLFL=CBLFL* X
DBLH_( 0) =I SHFT(| AND( DBLHL( 0) , Z7FFFF) , 1)
I F (1 AND{DBLHL( 1), Z807) . NE 0) DBLHL( 0) =DBLH_( 0) +1
DBLH_( 1) = SHFT(DBLHL( 1), 1)
DCBLH_( 0) =I CR( DBLH_( 0) , Z3FFO05)
200  QONTI NLE

SSR=CBLFL

RETURN

BEND
C
/*====—==Sel ect either of the foll ow ng typedef >/

typedef struct {int L; int H} intLH /* Wndows only */

/* typedef struct {int H int L;} intLH */ /* In sone systens */
/* >/

typedef union {double Dbl; intLH LH} Doll2;
doubl e SSR doubl e x)

{

int i;

bl 12 FLLH

FLLH Dol =1;

for (i=1; i<=24; i++)
{

FLLH Dbl =FLLH Dol *x;
FLLH LH He( FLLH LH H & Ox0007f fff) << 1; /*mantissa H/
if (FLLH LH L & Ox80000000) {FLLH LH H++; }

FLLH LH L <<= 1; /*manti ssa L*/
FLLH LH H | = Ox3f f 00000; / *set exponent 27°0*/
}

ret ur n( FLLH Dol ) ;

}
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1) % =10 Xu,=2 000 40001 O0O0O00O0O

1

x =———xi, i=1000110002,---,30000, (0 00O OO0 0O)
40001

oooo

2)0 % 00000¢*(0) 0D0000000000000000000000
0000000000000000000000000 400000000
Doooooo

gogo 20000 DO0O0OO0O0OO0OO0OO0O0OOO

9379 8539 5121 9581 9154 3286 9624 1871 5016 9400
3072 5611 5019 0157 0644 2609 6927 2225 8865 3027

0892 1251 1111 9845 4444 4836 8051 9987 1203 2805

00 20000 00 4000000000000000DO0O0O0ODOOODODOODODOODOO

00@)doooooodo 2000000000 100000000040

x2+y2<1 oboboboobOo 7838 00000 U3132 0000 00O00ODOO
-0.002035 DO OOOOO

goan ooooooogoogooeoosdnoodd
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ooo 1 2 3 4 5 6 7 8 9
7818 |7984 | 7814 | 8004 | 7960 | 8184 | 8146 [ 8025 [ 8066 | 7999
CHITEST: 0.0625
domn oooooooooooooodognon
0 1 2 3 4 5 6 7 8
766 728 586 544 525 452 414 398 326
78169 703531 633.168 569822 512908 461549 415453 373.839_ 336.514
9 10 11 12 13 14 15 16 17 18
301 266 231 235 195 157 173 156 131 126
302794 272583 245295 220.737 198712 178831 160.899 144.819 130.395 117.336
19 20 21 22 23 24 25 16 27 28
104 109 88 79 68 71 62 64 54 46
105642 95.0191 855659 76.9898 69.2908 62.3715 56.1343 504819 454142 40.9313
29 30 31 32 33 34 35 36 37 38

23 35 30 21 19 21 15 17 24 157
36.8382 33.1349 298214 268003 24169 217326 195885 17.6394 15.8852 142.675

CHITEST : 0.3991

O0gv) 000000000000 gododofdd Kolmogorov-Smirnov 00O

K00 = 0.6576

K o000 = 0.8485

000 005 00000 Kiwer Kaw 0000000 12239 000000
00000000000 o00o0ooooooog

U dgoobooobobobboooooobbaoboo

2

2

T 0-9 X 0 X Koo K 20000

Delphi 0.002167 0.8393 0.8841 1.0677 0.2758
Horner -0.000252 0.8355 0.9262 0.3041 0.4879
-0.002035 0.0625 0.3991 0.6576 0.8485

(0O Delphi O Delphi O00O0O00)
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o000 Oo0O0Db0, o0000gobOo@¢srRO)Y@ObooooOog 20000 00400000000
goobooooooimoboonwvooooooooooooooDb 20000 00 4000000000
goboovooovinioooooobooobobooobooobooobooog ssrRUOOO
goboboobboobooao

0o doogojmooloon

i 0oDo0oooo x, 1=123--,0000000000000000000000000000
oo@Eo)yooooooobooooooboooboobooboooDoobbooooDooo
gooo

goboboobobaoooobbooboonooooo

(000)+(0O00000@O0)d0o0ooon)

00000000000000000@000 X >X>X>X,<X,0000000 40000
00000000000000000000000@ 000 X>X>X%<X ,00000 3)0
000000000000 00000000 X 0000000000000000000 X 00

1
oo [a,b] goooooooooboooouooon tgouooooooon FDDDD
1
T (r+1!

ud ro0booboboaooo O000000a=0,b=1 OCO0ODO

Pr{00 200000000}
= Pr{ (Xl,XZ)D[O,l]Z | X, > X,}

=[{(x.%)0[01° | x,>x}| (| 000000000 ;00)

1
=I:dxljoxldx2 = J.:xldx1 = Exf} = %



P00 300000000}
= Pr{ (nyz'xs)D[O’l]S | X, > %, > X}

=[{ (%%, %) 0[01° | x,>x,>x;} | (] |D000000000;00)

1
=I01dx1joxldx2joxzdx3 = j:xldxl[%xfj = {% xfl = %

oooo{00 t0po0o0obOoOooyooon

Pr{0 tO0OO0OOCOODO}
= Pr{ (X, X, %) O[0A" | X, > X, >+ >x}

:| {(Xl,Xz,---,Xt)D[O,l]‘ | X > X, >--->x} |

1
_ 1 Xy %-1 _ 1 t _ 1
_Iodxl.[odxz...jo dx = {ﬁxll T
gooooooo

Pr{O00 r 000000}

=P{00 r00000000}-P{0O0 r+100000000}
1 1

(o (r+D)!

DDDDDDDDDDDDDDDDDDDDDDDDDDDDD)(ZDDDDDDDDDDDD

1 3709 3687.0 1 3739 3702.50

2 2461 2458.0 2 2479 2468.33

3 898 921.75 3 912 925.63

4 242 245.80 4 224 246.83

5 64 61.45 5 51 61.71
CHITEST : 0.9229 CHITEST : 0.3335
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Al different : abcde
One pair : aabcd

Two pairs : aabbc
Three of a kind : aaabc
Full house : aaabb
Four of a kind : aaaab
Five of a kind : aaaaa

2
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gogbobobboooooboobboobuoooobobboobooobo400bboobooon

ggbobobobooboboobooooooboobobbobooobooobboboobooooobon
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Al different : abcd 109 BT = 5040
One pair : aabc 10@Bx3x2=4320
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Four of a kind : aaaa 10

gobobobbuooboooboobuoooooobooboo )(ZDDDDDDDDD
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All different 10001 10080
One pair 8730 8640
Three of a ki 718 720 CHITEST :0.1839
Two pairs 522 540
Four of akind| 29 20

ooy 0o kdooooooo

00000 Ug, Uy, Uy, woeeeeee ,U,, 000000V, 00000 U,00000000000
000000000000

n(U0U1 +U1U2 +"'+Un—2Un—1+Un—Uo)_(Uo +U1 """"'Un—l)2
nUg +U7+--+U7 )= (U, +U, +--+U, ,)?
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000000D000000000 r O
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goooo

O X,YODOOO

= 137 (X - XY - XY+ %7) = (12” xiYij—W

o, . Xgoooo, o :XOOOOO
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oooo
00 nok, noy 0000000000

(X, =X, X, =X, X, =X),  (Y,=Y,Y, =Y, Y, =Y)

n

goobooboooboobno,, DO0O0O0Ooooooboooon
ggbobooaoobooobobad

oooon
2
r = Oxy = N Oy
040y n’g;+n’a?
1 1/2
- { (x| -ooem | b, ) et {nsve)-ondl
oooon
[O]
O Schwarz OO OO
n 2 n n
(Zi:laibi) < (Zi:laiz)(Zizlblz)
000 r<1 0000
0 Schwarz 0000000000000 000O0OO0O i0000O
Oa :b=000 0000000000D00OO r=10000
00 i 0oog
(X, =X) : (Y,-Y)=00
oooooooooo ((X-X),(,-Y)) ooooooooo
0000000000000000000000000
0O 000X,,i=%-,n, 0O VY,i=L-n 000000
Zi:l(xi _X)(Yi _Y) = {Zizl(xi _X)}{Zizl(Yi _Y)} =0
O00000r=00000
000 X =u Yy =u, 0000000 10000000 cO00O0000O

i-1

Ou.,=U 0000
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oodx,=u, ,Y,=U,, 0000000 kOODODOODOOODOOO
oo coo
_ 1 2 _ n?
Hy=— Oy = —— 5, o
n-1 (n=-)°(n-2)

0000MmMO 95% 000004 -20,0 M4 +20,00000Knuth 00 [Ku])0 000 n=20000
0000 [y, -20,,4,+20,] O [-0.01419,0.01409] DO 0OOODO00 SSROODOOOOOO
C =-0.008182 [J [-0.01419,0.01409]
00000000000000000000000000
0000 0.01005 0000 -0.00457 0000 -0.002421
0000000000 [-0.01419,0.01409] 0OOOOOO

ooy ogoon

mOOO0O00000000000 nOo0obobodoboboobooobooboodbd md n
gogboboboboobboobdooooboobuonooooobooboooboboooobooonon
gboboooboboobooboobooobooboobobobooobobobo@ooboooobo
ggboboob cbOboboboobobooboobuooooodbecbooboobboobon
ggbobobooobooobbobobuoobobobbtecboobbobbOodbn-cdbdd nO
gogbobobobuoobooooboonooao

m" n-c
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000omm-1)--(m-n+c+l) DDmDDDDDanDDDDDDDDDDDDDDDﬂﬂJ
(Stirling number) 0 00000000000 n0000000000000000Nc 0000
000000000
000004002000 600 100 86040577 — 860577 0000000000000
000000000 me1000000, OO0 n=10000 000O000000000000000000

34 38 43 49 58 61 62 67
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gbobooogoobooeliboboboobooKOoOoOoO
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obOossrRO0OO0O0OOoOO 47000000

000000 KnuthOO[Ku]l O AlgorithmS OO0 O00O0O0O0D0OOO0OOOOODOOOOOODO

0000000000000000000 j00000000000=10000-j 000000000
0D000O000dsDstThl[j] OOO0O

procedur e TFor nl. Butt on1ld i ck(Sender: Tbj ect) ;
const
m: | ongi nt =1000000;
var
i, j, jO, j1 : longint;
A sDst Tbl : array[O..10000] of doubl e;
A sDst : doubl €;
begi n
for i:=0 to 10000 do A sDstTbl [i]: =0;
d sDst Tbl [ 1] : =1;
joO:=1; j1:=1;
for i:=2 to 10000 do
begi n
inc(jl);
for j:=51 downto jO do
begi n
AsbDstTol[j]:=(j/mM*A sDstThl [j]
+H(1IH( VY mM)-(j/m)*AsbstTol [j-1];
if AQsbDstTbl[j]<1E 20 then
begi n
A sDstThl [j ] : =0;
if j5 1 then dec(j1l) else
if j550 then inc(jO);
end;
end;
end;
end;

gogbobooboooboboobuoooboobaooo

poker
Delphi 0.1172 0.3377 0.5742 0.005928 -0.001413 49
Horner 0.9360 00288 01371 -0.000238 0.004387 51
0.9229 0.3335 0.1839 -0.008182 0.001005 47

goboboobuooboobboooooobobbobboobooobuoobooooobooboan
gogbobooooboobbooooobbaobboobobobboobobbobooboooooon

ggbobobobduoobtbood-gobuoooobooboobbo@moboooobooobobonbo
OlwwwillOOOOOOOOODOOOoOooooo
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if 1<sv<2

¢e . [1,4) - [112)! ¢e(v) = {\\///2 if 2<v<4
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15
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prk 2 (WO) < Xk _ prk 2 (VO) % yk = bl ............ b17 b18 b19 ,,,,,,,,,,,, b46 b47 b48 ............ b64

random number
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T,(t) =pt-|Bt] = Bt modl
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14.1 32K

]

National Insitute of Standards and Technology  http://csrc.nist.gov/rng/

Version 1.8
frequency, block-frequency, cumul ati ve-sums(2), runs,
longest-run, rank, fft, nonperiodic-templ at es(148),
overlapping-templ ates, universa, approximate entropy,
random-excursions(8), random-excursions-variant(18), serid(2),

linear-compl exity.

block-frequency block length = 20000

14.2

o 1000 1000 p
0 000000000 X’000 P-VALUE
0 p>0.0l 0000000000 PROPORTION

finalAnalysisReport

finalAnalysisReport

108 110 78 106 104 108 109 106 77 94 0.106877 0.9890 frequency
94 84 82 102 110 114 124 115 92 83 0.014051 0.9910 block-frequency
107 91 113 85 100 109 106 101 101 87 0.522100 0.9890 cumulative-sums

NIST finalAnalysisReport
= P-VALUE PROPORTION
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) max] 0.661006 at nonperiodic-tenplates [i=38]
) m nj 0. 320636 at serial [i=186]

) max] = 0.991750 at nonperiodic-tenplates [i=33]
) mn] = 0.986687 at fft [i=7]

(i = the # of test)

MT FSR SSR SSIK

[ x? test of P-VALUE] AvMax 0.721409 0. 685129 0.666747  0.661006 0.691940
[ x? test of P-VALUE] AVM n 0.304160 0. 292520 0.338575 0.320636 0.310535

[ PROPORTI ON(pass seq)] AvMax | 0.992250  0.991750  0.992112 0.991750  0.992013
[ PROPORTI ON(pass seq)] AvM n | 0.987500  0.986788  0.987188 0.986687  0.986894

[ MT: Mersenne Twister, FSR: Feedback Shift Register ]
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000000 summary OO0 p OO0 [0.001,0999 DO0O00OOODODOOOOOODODODOOOO
00 BigCrushOOGOOoOO

TestUOL O OO SSIZKOOOOOOOOOoOoooooooo
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Ver si on: TestU01 1.2

Cenerator: My SSI 32 inpl enmentation
Nunber of statistics: 160
Total CPU tine: 71:24:46.76

Al tests were passed

67




[1,2)00p 0000000000000 0O0O000




020 [L,2)00pU000nouooouoooonooon

ooogd

oooobooobooooOob L,20opohobOOoO0obOO0o0bOOO0O0ODOObDOOobDODOOOn
oobooboobooooobobOoobOobOoOoOoobobOoOobOobbooouoOn, 2oo0pOob
Mﬂ gogbobobobuoooboodboooboobobobbuooooooboonoobooooaon
gogboboboboobboobdooooooboobuoooboobmobbonooboooooboon
gogbobaoboobooobboobuoooooobooboooboo® oo boboobooooobon
gogboboboboooboboobuoooobbuooobooobboooboboboboooobobban
obooboooooobobobobooboboo32bo0b0x322000064 0000000O0O0OOO
ooboo00o0obO0o0OO0oDO0o0mo0obobOobO0oDOnb0 32000000 MB32rand OOODO
SSI32rand DO000OO0MMOOODON,2 DOBUOOOO0ODOODLOOOODOODOO

0. [1,2) 00pU000000ODO 320000b00b0O0O0DOO00O00

f>1o000 [1,2) 0opoOo Mg:i[L2) - [L2) O
M,(t) =Bt mod [12) = pBt—|pt|+1 (2.1)
nooooooo LBt)o Atoooooooooooooo | | ooooooooooomo

ooooo M (1), td[12), ooo y,=M2 @, x, = +- "N n=01---19999,

23x1.2781: -

gobobooboooobooboooo

1.5 — 1.

1 ]
1 1.5 2 1 1.5 2

OooM (t) DooO DooY,=Mg, () oooo

2°x1.2781

DDDDDDDDDD{VH} DDDDDDDDDDDDD{yn} gobooooooboobooooon
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ooboo0obOOo0oboOOo0oo0oOobOo0ob n2oopooO MzSXDDDDD 320000000
00 MB32randOOODOOOODOOODO

OO0 WMB3zrand DOOODOOO

le 0O 1.27181.. 0000000000000 O0O0O0OOO €=2718l-- opoOOOOO
00000000000000000000000000000000000000 1.e 0000
00 LAff,-F-- 0000000000000000 N=VV,Vy 0000
X, =L (L Ov)(F, Ovy) (g O Vg )igplgg -

00000000 OoO0O0O0O0000 XorROOOOOO X, 0000
— 16 —“1RhR .. F B ...F
Zn=Mzsxn(xn)_1-b5b6"’b15b16"'b47"' oo

00000z 00000000000000000000 by---b, 0 n 00000 ¢,000
ooooooooo ¢, 00

7, =2%(2"2, -[2"7,])] (2.2)
goooooobooooood {Zn}n:OYLMDDDDDDDDDDDDDDDDDDDDDDDDDD
000000000000 MB32rand O the modified beta 32-bit random number generatord [
goooooon

o000 MB3zrand DOOOO0OOODOOOODOOO

ggbobobobuooboboobdooooooboobmobooooooobbonoobooooobon
o00O0o0bO0O0bODbOOo0obOboO0obOMB32rand DODOO0OODOOOOOODODOOODOOODOO

O[1,2) 000O00000O0MO0000000000000 Lhbb-+b, 0000000
000000000000000Mm

000 x=1lX%-X,0 t=Ltt,t, 00000000000 bb.bb-be ooo
00 bhOOOODDDO [1,2) 0000000 b =01 0024 000D0ODO0

b,=10000M000000000000000000DO0OO0O0OOOO

0000000000000 1bbb,--b, OMOO0O0O0000 1bbb,---b, 00000000
0D00000000000000000000000000000 bb.bb,--b, 00000000
bbb, b, D0O0CD0O0O0C00O0CD0OO00OD Le000000000 Oxa2ch441l
000000000 Ox D00D0000000000000 My, (1) OO
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M. () = (2°X)t mod [12) = (2°)xt mod [1,2)

“ 15,5, -+

0000000000000000000 M, () 00000000 @QQQWQSDDDDD
000000000 1hb,--b,0000000000000000000 hbbb,-b, 0000
0ooooD bbb, 00ODO

By BBy O PFHE BBy by O HBE  1B,-.-By---B, OHEL 1B,

gobobobboobooaa

000000000000 0hbbbh 000000
000b, 00000 ORO
ooob,--b, 0DODODDODOOD

D00000000000N 00000 ¢, 0000000 X, 000000000
Mﬁ&:L@mﬁ@d%~ﬁBDDDDDDDDDDDDD by b, 0000, =0x6f8905200
¢, =0xbl6d7669 DD ODOOODOO

000 MB3zrand OOOOODOOOOO

oooo0 {»¢,{,¢{, - 000000000000000000 [wwwl]l] DOOO0O000O00O
0 sts-21.100000000000000000000,, n=042,--, 00000000000
10242x1000 0O DO 0DDD00000000000D0DO000000Osts-2.4.1 O 10242 0000
00000000D0D0D00000sts-21.1 000000 O0ODD000000000000O0OODO
000000000000 0000D00000 p0000000000000000000 0.01 O
000000oDooObObObO0000sts-21.1 O00OO0OO0OO0ODOO0O block frequency test O block
length=20000 O OO0 sts-21.1000000000MMp00 [01] OD0DD00DO00000ODDOODO
0000000000000 00000000D0000000MO00000O0 001 000000
0000D0D0001.0000.01009 00000000000000000sts-21.1 0000000
000000000000 00000D000000000M 000000000 0000000ODn
00 pOD00O0MOOO 001 0000000000000 OOO0000D0ODODOO0000O0N
00000000000 00000D00000000D0D00000000000000000000
0000000000000 00000MO0000000000000D0oDoDo0O000ooon
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Mersenne Twisterar [Ma] OO OOOCOOO0OO0O
[ MB32r and]
P- VALUE AvMax

0. 737001 at NonOverl appi ngTenpl ate [i =83]
P- VALUE AvM n

0. 285480 at RandonExcursionsVariant [i=181]

PROPORTI ON Av Max 0. 992503 at RandomExcursionsVariant [i=170]

PROPORTI ON AvM n = 0. 986800 at FFT [i=7]

[ Mersenne Twi ster ar]

P- VALUE AvMax 0. 713578 at NonOverl appi ngTenpl ate [i=105]

P- VALUE AVM n

0. 188745 at NonOverl appi ngTenpl ate [i=126]
PROPORTI ON AvMax = 0.992879 at RandonExcursionsVari ant [i=168]
PROPORTI ON AvM n = 0. 986809 at RandonmExcursions [i=159]

gooO[i=+**] 0 ** O0sts-2.1.1 0000000000000 0O000O0O00OODODODO
{{}ooooooOoDoOoO0000O0ooDn

0. [1,2) 000000000 2000000b0bobobOOobDO0d

0000000 oooooooooooo B=BB,---By 0000000000 OOOOO
oooooooobooboOg MB32rand DDDI\/IﬂDDDDDDDDDDDDDDDDDDDDD
00000 B OoOoOoOoDOOODOOOODODOOOMB32rand 0000000000000 000
ggbooboobooboobuooboobooboobooobooooboobobbob
MB32hash OO OODOOOO MB32hash OOOO0OODO n=160, 192, 256, ..., 2048, 409 OO OO
o00OO00bO0O0bOOOo0o0O MBnhash OOODOOODOOODOOO

OO0 WMB32hash OOOOODOO

O0oooooooooooono B=BB,---By 000O0OMB32hash OO
O O (compression)d O O (scrambling)
00o000ooooooooooooooon

00000 DO000D0O0000000MB32hashD
W, =lenDoododw, 00 W O
w, =M, (w_,0B), k=12 N (3.1)
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000000000000000 B, =¢c,--¢, 00000
W OB =10 ---b, (g 0 ¢;) - (bys U Cg)byghyy - by - (3.2)

000000000000 B OOO0O0DO W, 00000000000 000000000000
wy0 B 000000000000000000000000000000B 000ONOOO
D000W, 000000000Dw, =1.bbb,---ON=vy,--vy (N<2¥00000) 0000

y=w, ON=1.(b 0Ov,)(b, Ov,)--(by vy )by,byy--

ggooooo

00000 OO0O0ODOO0ODOObOOMB32hashO
00 B OOODODOOOOOOODOOOODOOOOO0DO0O00 B ooOoOoooOoOoo 0000
O0O0MB32rand O00O0O0OO0OOOO0ODOOO0ODOOO0ODODODODOOODOOOD yoOOouoo

z=M2(y) 00000 ¢ =[2%2%z -[2"z])] ooooeaoom (33)

000000 yUOO zOOOODOOOOOyOOOooOoOoooOoooooooooooo B O
O000oo0oooooo0onD € Joo0ooooooooo0oooog MB32hash OO0 OO
gooo

000 MB32hash OOOOO0ODOOO0OOOOODOODO (implementation)

0000000000 MB32hash OOO0UODOO0O0ODOOODOOODOOOOOOOMB32rand OO
gobobooboobboobuoooooonbao

000 WMB32hash OOOOOOOCOODOOODOO

OD0O0O0OMB32hash 000000000000 O0DO00DODO0OOOOOODOOODOO NIST
00000000000000000000 6, Kk=012-a0000000000o0o00n0 B O
00000000000000 B, OO0OOOOO0 B,000O0 B, 0O0OD0OD0DOO0OO0O0OO0OOOO
O000 kODOODOOOOOOODODOO0O0000000000000000000

B, 0 (00) (00) (00) (00) (00) (00) (00) (00)TI B, (00) (00) (00) (00) (00) (00) (00) (01)
00D000MOD0000000000D0000000000D00Nonoonoo
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[ MB32hash]

P- VALUE AvMax = 0.713263 at NonOverl appi ngTenplate [i = 20]

P- VALUE AyM n = 0. 223232 at NonOverl appi ngTenpl ate [i = 116]
PROPORTI ON AvMax = 0.992982 at RandonExcursionsVariant [i = 168]
PROPORTI ON AvM n = 0.986110 at RandonmExcursions [i = 159]

OO0 WMB32hash OOOOCODOO

TestUO1 [LE] O P. LEcuyer DD O00O00OO0ODODOOODOOODOOOODOOODOOODDOOOOO
000 TestU01 O O SmallCrushO CrushO BigCrush OO0 OOO0D0OO0OOOOODOOODOOODO
CrushOBigCrush OO OUODOOOOOOODOOOODOOODODOOODOOODOOONISTOOOODO
gogbobooooboboobdaooo {Ck}k O0OCrushOBigCrushOOODOOOOODOOOOOO
o00O0o0o0o0o0bOo00oO0obObOoOoDOOobOOOoOoDOoOooOoMB32nash DOOOOOOODO
U

le

000000000000 00000O00000000000D000N0N0oN0ooooog M
1%DDDDDDDDD

000000 My, s
000000000 ¢ =[2%2°z -[2°z))| 00DODODODOODODOOOO00000000
D0D0000000000000000000MSBOmost significant bit0 0000000000

oo0oo0ooooo M%DDDDDDDZ:M

LSBO least significant bit 0 0 0 00 0000000000000000000000
1.bb,---b,1 0O0O0O0000000000000000000 {4}, O0OCrushdBigCrush 00
0D00o0oooooomLse 0000oo0000{6} 0000000000000 O00000
0ooooooom

0 .000000 MBnhash, n=192, 256, ..., 2048, 4096, [ [0 O

MB32hash OO0 OOO0OOOO0DOOO0OO0OOOOOOODOOOOO I\/Iﬂlj 000000000
o0o0O0o0obOOo0bObOOo0ooOOoOobOooooOoooO MBheshOOOOOOODOOODODOODOO
000000 n=192, 256, 384,512, 1024,2048,409 D0 OO0 0OO00OO0OOO0OOOOOOOOOO
o000 nbO0OO0D0O0O00D0O0OD00D00 RI240000000000DO

000 MB1024hash OOOOCODOO

00000 0O0ODOOOO0OCOO0ODOOMB1024hashd
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0oooooooooooooooo B=BB,--B, 0000 W,=1e000W,,0[12) O
0O W, 012 0oooooooooo

W, =M. (W, OBy ayeBogerye Berwaye) (P=128 E=32)0 (4.1)

0000 OEXOR) 00 W, =Lttt -t -

D gooo tpDDDDDDDDDD

Bl+(k—1)*E BZ+(k—1)*E o BE+(k—1)*E = Bl+(k—1)*E BZ+(k—1)*E 0 Bs+(k—1)*E B4+(k—1)*E 0---0 BE—1+(k—1)*E BE+(k—1)*E )

00000 D00(=0x00) DOO0DO000O00000000 BugeayeBorgaye  Besgerye 000
0000000000000000O0O000O00Om

U Bl+(k—l)EBZ+(k—l)E 0o U BB+(k—1)EB4+(k—l)E 0o U BS+(k—l)E
—_—— —_—— —_——

W1 tP—l tP+2 tP+5

B O0OOO0O0O0O0O(ull bytey O 0000000O0W,, 0000B 00000000000
0000000000000~ 000000000000000000MO000W, 00000
W nogye ks =Lttt D000000BOO0 N=vw,Vyv, 00000 Wy e O

W=1 t1"'tP—1(tP O Vl)"'(tP+31 O Vsz)tp+32 (4.2)

gobooboooboad V~\/DDDDD[EI]DDNDDDDDDDDDDDDDDDDDDDDDDDD]

00000 000000000000 MB1024hashd

S=96 Q=224 ooom SO 16S0 n(=1024) 0O.000000000000000000
00 16S0 160 (M,)*0160000000MO00000000000 Z:(Mzs_lw)m(f\/)
000000000 ZO0O000 Q/2-S 000000000 n=1024 000000000 ¢

oooooooo
7 = LG(z(QIZ)—S—lz _ LZ(QIZ)—S—lzJ)J 0

000 MBlO24hash OOOOODOOODOOOOOOO

00000 000000O000C0O0000C0O0O00MB1024hashd
MB1024hash 00 0000000000000 0000000@L) 0000 2°Meoonooo
W, 00D0ooooooooooood M =160, L=1024(=n) 0O0O0O0O0OOMO nOOO
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0000000000041 0000000000000000000000000000000
00000leD0O0 W,, O MSB,LSB 0000000 DONOOODOODONOODOOOOOM
00000 lLe=1XX,-X,,1 t=Lltt,t ,1 0000 M,, (1) 00000000000
000

le=1.%XX, Xy _,1 S . y
t_lt]'-tZ t M12 Dm bobl'bz..'bp—lebP+1 """" bn+M—2l Dm
— b4 -2

ByBD, -+ Doy By - b.y,l OMER  1b,, b Byl

D& 1. 6P+1"'6P+n—26P+n—1 0 & 1. 6P+1"'6P+n—21 O

00000000000000000000000 LXX-X,,1 000 Ltt,-t,10000
1%X, - Xy_,1 000 1tt,-t,,1 0000000000000 0000 OMBrhash 0000
0000000000000 [Yag O SSnhesh 0000000000000000000(

00000 0O000000000000000000MB1024hashl

MB1024hesh 000 0000000000000000000(M,,;)*W)0000000WDO
O00OWOWOO0000 (M....)8W) 000000 M., (U) 0000 wWOOOOO
U D0D0Dooooooooono Q=224, L=1024(=n) oOoO0O0O0O0OO0OO0OOOOOOO

W 000 UD MSB,LSB 00000000000000 W OO0 UDOD 1xX, X, ,10

25w

0o luy,---u,,1 00000000M,,,(U) 000000000000000

W : 1x1x2---xQ_21 0 T 505152,__55bs+1 ...... b
U: luu,---u,_,1

SBS+1"'bs+n—2bs+n—1"'bn+Q—21 D& BSBS+1"'BS+n—2bS+n—1 08 s, -+ Bsin 1 O

000 (420 WOoO0 Iww,-W _w , 000000

ioiliz"'iQ—ZiQ—l = (1W1"'WQ—1) [ (WQ WQ+1"'W2Q—1) g.--o (WkQ WkQ+1"'Wn—1)

ooooUOxor) oooooooook o kQ<sn<s(k+)Q ocoOoOooOOOOOmOOOO
0000000 %X, Xgpl 01%X, -+ %,1 0000000 [Ya8] 000 SSinhash 0000
0000000000000 IXX, - X,1 0 1ww,--w,,w,, 0000000000000
000000000 0I%X, X1 0 Iww, W, ,1 000000000000000MBnhash
000000000000000000 IXX,-+X,,1 00000000000MB32hash 000
000000000000000000000000000000000000000(0
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000 MBnhash, n=192, 256, ..., 2048,4096, 00000000 OODODOOOOOO

00000 MBnhash, n=192, 256, ..., 2048, 4096, 0 000000
MBnhesh 0 0 0000000000000 O0ODODO0ODOOOODOODODOODOOOODOON
ooooooooo LMVEPQ SOooooooo0oooo0nooNooooon nooO

o0O0 MBnheshOOOGOOOOODOOOOOOODOOOOOODOODOOODO

L M E P 0 S
MB/7hash (dze of W, ,W) (dze o 1l.e) (bytes Embeded) (dze of W)

160 20 8 8 5 12(8) 2
192 24 8 8 5 12(8) 2
256 32 8 8 5 12(8) 3
384 48 12 16 9 12 4
512 64 12 16 9 16 6
1024 128 20 32 17 28 12
2048 256 36 64 33 52 24
4096 512 68 128 65 96 48

Table 1. MBnhashO O OO OOOOOO

O0D0MOO00DOO0O000E8)O sSinhashD OO OO MM SSInhashD O MBnhash OO0 0O OO OO

gogboboaobooooboobat

00000 MBnhash, n=192, 256, ...,2048,409, OO0 OO OOOCOO0O
MBnhashO OO OOOOODOODODODOODOOODODDOOOOMOOOGLOODODOOoO@®OOD
0000 BOUOOOOOOOOOOOOOO0OOO0OO000000000000000000(@)ud
O0000 BoOOoOoOoOoOoOoOoOOoDODOOODOOOOOOOOOODOOOOOoOoOoOoooooo
00dodododooooooodooodoooooooooo@oooooon B OO
0000000000000 (=0x00)000 10240 000000000000000()00000
000000000000 0000000000000 kOO0 B, k=012,---10°, 0000
goooooouooooboooouooooooooooonoooouooooonooon
gooooooooooooooooboooooooooo

OS: Windows 7 Professional 64-bit, CPU: Xeon 3.1GHz,

gooo : 8GB, CcOOOOOO : Inteliclwvi2

gooo

Monhash —| 160 192 256 384 512 1024 2048 4096 (SHAS12)(w) (SHAS12)¢2
itime(32-bit] 6.3 7 83 7.7 97 147 23 37 16.7 5.7
time(64-bit) - 5.3 6 5.7 6.3 83 11.3 17.7 - -

Table 2. 0000000000 102400000000000000000000000

76



Monhash — | 160 192 256 384 512 1024 2048 4096 (SHA512)m (SHA512)c
time(32-bit)| 6.7 8 9.3 13 22.7 80.3 274.7 965.7 26 6.7
time(64-bit), - 5.3 7 10.3 11.3 40.7 128.7 400 - -

Table 3. 00000000100 0000000000000000O0O00O00OOO

0000 (SHA512)w), (SHA512)2 0 SHA512 000000000000 NIST sts-1.8 000
Gifford [6i] 000000000000 (32-bit), (64-bit) DO MBrheshD DO OO OOOOOO
0000000MmMO00 (32-bit)x (32-bit)d (64-bit) OO DO (64-bit)x (64-bit)D (128-bit)
000000000000000000000

o00 MBnhashOOOOOOOOODOOOODOOOD

MBnhash, n =192, ... , 4096, 0000000000 0OOODODO TestuOl V.1.23 O00O0O0O Crush
suite D O0OO0O0O0O0O0DOOTestUOLO NISTOOODODOOODOOOMO Ck,k:0,1,2,--- oooo
goooooooooooooooao Bk 0000 MBnheshOOOGOOODOOOOOODODOOOOO
oo (kDDDDDDDDDDDDDDDDnDDDDDDDDDDDDDDDDDDDDDCrush
0000000000000 0x800000000 =3x10° DoooOoOOOOOOO0 [0, O OO
goooooouooooboooooooooooooooooooonooooonooooon
gooooobDoooooooo ---x2°000000000000000 [1,2) ODOODOOO0OO
oooooOoOoOogploooooboboboooo0gooobocrush DOOoooooooo Al
testswerepassed" 00000000 OO0OOOO CrushOOOODOO MB4096hashO OO OO
ddddddooooooooboboboooooooooooooee000 00000 ooon
O0OCrushOOOOOOOODODODDODOODOOODODOODODDOOODOOOO

O. 0000000000000 MB32hashO OO

MB32hash, MBnhash, n=192,256,...,409, 0O O0000O0O0OOOO0ODOOOOOCOOODOOOOOO
00 MB32hashOODOOODOOOOOODODOODOOOOMB32hashOOOOOOODOOODOOODO
gogbobobobouoobbooobuoooooobooboobooooobobooboooo
gobbdouoooboobuoooooobbooobbooboooboobooobooobobo
ooooooobooo 1,2 oobooboobooobDoooOOobObOo0obOoO0=0D0oO0oboOoo
gobobobobooobooooo

ooboOoobooobOooobooobo BOOO éDDDDDDDDDDDDDDDDDDDDD
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gogboboboboooobuooboboobuoooooobbooobooobobabooboobobboad
ooooooooOoooooooonD B=BB,---By, 000 B:B182"'B,§| gobooaooa
ooooo w,o V'V’\] gobodobuooooobboobouooobooobbonobooonb yo
9DDDDDDDDDDDDDDDDDDDDDDDDDZ 0O ¢ D0oDOoDO0oO0Do0o

udbo dooboobboobuooobooboooo

00000 000O0000O00O0O00D0ODO0OODODODO B=B 0OOO B:&DDDDDD
gobobooooaooo

My, () = (2t mod [12) = (2°)(xt) -[(2)(xt) |+1 (5.)
gooood
w, =M, (W, 0B) = 2°(Le)(1e0B) —L23(1.e)(1.eD Bl)j+1 (5.2)
goooooooooo Mzgl_e 0O 2%e O yoooogooooo
y =2°(L.e) =10.17462- -

D0o0oo0oog (5.2) O

w, =M, (w,0B,) = y(ledB)-[y(ledB)|+1 (5.3)
Doooo w, =W, 00
y(LeOB)-|y(LedB)] = y(leDB)-|ylenB)] (5.4)

0000(4) 0000000 B, 000 B 00000000000000000000000
000000000000000000

yle+t) -|ye+t) | = ye+f) -|p1e+i)] (5.5)
0000 t 000 f 0 00 (-1) 00000000000000000000000 4,0
00 f, ooooole+t =1e0B o000 le+f=1e0B 000000o0O0n BOB OO
N000000000000000000000B, 0B, 00000000000t 000 § O
00000000000002°0000000000000

oooooo Myi12) -[12 0000000000000000 M, 000000000
000000O0OM (s =1000000s 00s=i/y,i=1112,---,20, 0000000000

ooooo
s, =108112---, s, =1.17940---, S, =127768--, - . S, =1.96567--
0000000000 s,=10 s,=20000000000 1,0 1, =[s,S,), i =10,---,20, O
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gogboboobooobobooboooooon

[12) =130 O 1y OOy, (5.6a)
M, (1) =1.17462:--,  lim, , M (s)=1.34925.- (5.6b)
sdl, oooo |ys|=i, i=10,---,20, (5.6c)
lim__ M, (s)=2 i=1L---,20, (5.60)

M/(s) coooo I, i=10,---,20, 00000000000000  (5.6e)

y1

sl(s,s,), i1=10,---,20, DDDDdiS{My(s)}:y 0o0ooQ (5.6f)

0000000 le+t,0 le+f0 1e0B 000 1Le0dB 0O0O00DOODODO0DOO
le+t, O le+f, 0 [L2) 000000000 OOOOO0O lLe+t 01, 0 le+fOl, 00
0O p,qQO0000000000O0DOO0 (5.6c) 00 (5.5) O

yle+t)-yle+t) = p-q (5.7)
000000000 (5.7 0000 y 00DOO0OODOOO
V(tl_f1)+(_p+q) =0 (5.8)

0000000000000000 (5.8 00t 0 {0 00 (-14L1) OOOOOOOOP, 9 O
{10,---,200 0OOODODOO y=2%le O (6.8 OO V(tl,fl,p,q)DDDDDDDDDD
000000000000 4 =f,00000000 B,=B, 00000000MP=q 0000
0000000 y O (5.8 00000000000000 y=2°%le 0O (58 0000000
Dopoooooooooo t#foooo le+t 0 le+fio ledB ooo 1ledB, O
000000000000000 4 0 § ooooooo
(+ or —)0.0000000b4h, ---b000--- O OOO

00000000000t O § 0 (5.8 00000000000000 28°%x2=2°00000
OO0 p, 00O00D0O000D1I0002000000000000(:8 0000000000000
0000 2°x2°x11x11 0000000000000000t 2t 0000

V= 23(1.6) = 23{1+%(1+1+£+1+...j}

D000 2°x2°x11x11 000D (58 000000000000 00000000O0OO
D000000B,#B,00000 w=W 000000 B=B 0 B=B 00000000
0oooo

00000 ooooooo B=BB, 00O é:é1DDDDDDDDDDDDDDDDD B
oon éDDDDDDDDDDDDDD
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w, =M, (w, 0B,) = y(LledB)-[y(le0B)|+1 (53) 00O),
W, = My(Wl 0B,) = y(w, O BZ)_\_V(Wl O Bz)J'I'l’
W,=M, (W, 0B) = y(leDB)-|y(ledB)|+1.

~

gooooooo W, =W, 00000000000

YW, 0 B,) ~y(w 0 B,)|+1 = p(LeD B)-|Le0B)]
googog
AleoB)-|y1edB)]+1) 0B} - [A(M1edB)-[1le0B)|+1)0B}]
= yl.eld él) —\_y(l.eD él)j (5.9)
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OMOo0bODOO000O0O0bO0O0nD iclbe40000 ODOO geche40 OO0 OO

//********************************
#defi ne MB V64 X64 16(out, inl, in2) \
_asm_("nov 98, %bcx; \
nov %2, 986 ax; \
nov  $0x8000000000000000, 98610; \
or 9610, Wbax; \
nul 9%86cCX; \
shl $6, 986dx;\
shr $58, %tax; \
or 9Bbdx, Whax; \

// or or 14

or 98610, %bax; \
mul 986cXx; \
nov 9%86dx, %0; \
nov %bax, %; \
" \
"=r"(out.hi64), "=r"(out.lo64) \
"r"(inl), "r"(in2) \
D "%ax", "ucx", "%dx", "9%10" \
//***********Z;*******************
#define SUB 128 128 SH 32(out, inl, in2) \
_asm_("nov %2, %Wbax; \
nov 93, 9%86dx; \
nov 9%, 9%tcx; \
sub 9%8tcx, 986dx; \
nov %, 9%Btcx; \
sbb 9%8tcx, 9%bax; \
nov 98t6dx, 9Bbcx; \
shl $32, 9%Bbax; \
shr $32, 986cx; \
or 98f6cx, Whax; \
shl $32, 9%B6dx; \
nov %bax, %0; \
nov 9%86dx, %; \
" \
"=r"(out.hi64), "=r"(out.lo64) \
"r"(inl hied),"r"(inl.1o64),"r"(in2. hi64),"r"(in2.1064) \
D "%ax", "ucex", "o%dx" \
//***********Z;********************
typedef struct
{
unsigned long | ong i nt | 064;
unsigned |l ong | ong i nt hi 64;
} ny_i128;
//*********************************//
unsigned long long i nt genSd 64r and(unsi gned | ong long int X,
unsigned long long int t,
unsigned long long int vy,
unsigned long long int s)

{
ny_i 128 u, v, unv;

MB VB4 X64 16(u, t, X);
MB V64 X64 16(v, s, VY);
SB 128 128 SH 32(unv, u, V);

ret ur n(unv. hi 64) ;

}

//********************************
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Functions Based on g-Transformations on [1,2)
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Abstract

We construct nonalgebraic hash functions MBnhash (n = 32, 160, 192,
256, ---, 2048, 4096) by repeating [§-transformation Mg on [1,2), 8 > 1,
which is defined by Mg(t) = Bt mod [1,2). The algorithm of MBrhash is
simple and flexible, and the randomness of hash values is sufficient. We
show that the security of the algorithm of MBnhash is reduced to the
problem of solving algebraic equations whose degree is higher than 4. We
also consider the problem of security which arises when the algorithm of
MBnhash is implemented in a finite size of bits.

key words. hash function, security, S-transformation, linear mod one
transformation, algebraic equation.

§1. Introduction

It is important and sometimes useful to have many algorithm of hash functions
whose securities are well-analyzed. In [7] they constructed hash functions based
on chaos mappings @, : [1,2) — [1,2), z € [1,2), which is defined by ®,(t) = 2%zt
mod [1,2) if xt € [1,2), and = 2571zt mod [1,2) if at € [2,4). (S = 2,4 for
example.) Here "a mod [1,2)” is a — |a] 4+ 1. The analysis of its security, which
is rather complicated, was proceeded using ®, by deriving algebraic equations
of high degree. In this paper we introduce hash function MBnhash based on
B-transformation Mg on [1,2), 8 > 1, which is defined simply by Mz(t) = Gt
mod [1,2), and then show that the security of MBnhash is sufficient. The map
Mp is an extension of the well-known [-transformation 7 on [0,1) defined by
Ts(t) = Bt mod 1 [4]. Also My is equivalent to a special version of the so-called

* This work was supported by JSPS KAKENHI Grant Number 23500086.



linear mod one transformation T3, on [0,1) defined by Tj,(t) = 6t + a mod 1
2] (see §7). Thus Mjs has its root on classical ergodic theory. This means that
we can make use of various results in that field [2][5]. Moreover the simplicity of
Mg makes very clear the mathematical description of the algorithm of MBnhash.
Resultantly it becomes possible to give more strict and precise (and readable)
argument concerning the security of MBnhash.

This paper consists of seven sections. In the next section we introduce a tiny
random number generator MB32rand which generates 32-bit random numbers
by computing Mé;?xn (xn), n =0,1,---. In §3 based on MB32rand we construct
a tiny hash function MB32hash. The algorithm of MB32hash consists of two
stages, namely, ”compression” of an input stream B of bytes and ”scrambling” of
the compressed value. The compression of bytes B = By By - -+ By is proceeded
such as wy, = Mys1 (wr_1 @ Br) (@& =XOR) and the scrambling of y = wy & N
is proceeded such as z = legy(y) The hash value of B is the 32 bits given by

= [2%2(2" 2 — [2M2])], that is, 32 bits after dropping the first 12 bits of 2.
Since the algorithm of MB32hash is very simple and flexible, we extend in §4 the
algorithm of MB32hash to MBnhash, n = 160, 192, 256, 384, 512, 1024, 2048 and
4096. In areal computation, Mgz(t) is computed using multiple-integer operations
instead of real number operations. The relation between SSIrhash in [7] and
MBnhash will be stated in §4.2 (SSI=Simplified Shift Iteger, MB=Modified
Beta, say). Randomness of hash values by MBrhash and speed of generating hash
values are treated at the end of §4. Because the security of MBnhash is the same
as MB32hash, we discuss in this paper the security of MB32hash. The argument
here is more strict and precise than the one given in [7]. We divide the argument
into two sections: the security of algorithm of MB32hash is discussed in §5 and
the security of implementation of the algorithm is discussed in §6. We will know
that the security of the algorithm of MB32hash is reduced to solving algebraic
equations whose degrees are higher than 4. Since we have no general algorithm
of solving such algebraic equations, we can say that the security of algorithm
of MBnhash is very high. The analysis of f-transformation and linear mod one
transformation has a long history [2][4][5]. In the last section we summarize some
of the results which concern with our Mg. We finally remark that a summary of
sections 2, 3, 5 and 6 was reported at the rump session of ASIACRYPT 2011.

§2. A tiny pseudorandom number generator based on f-transformations
on [1,2)

For § > 1, the B-transformation Mgz on [1,2) is the function defined by
Mgs(t) = ftmod [1,2) = [t — |Ft] +1, (2.1)

where | (t] is the largest integer not exceeding ft. The following is the graph of
Moz 19781 (1), t € [1,2), and y,, = M;?xn(l), Tp =1+ 5555, n=0,1,---,19999,
which are computed under the double precision floating point number system.
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Figure 1. Graph of Masy1.9781...(%) Figure 2. Graph of y,, = M2136xn(1)

Figure 2 suggests us that if we discard the first several digits of ¥, and take out
succeeding several digits, then we could obtain good random numbers from {y, }.
In fact we can construct a random number generator based on Mj3’s as follows.

2.1. Algorithm of MB32rand. Let l.e denote the number 1.27181--- (e
stands for Euler’s number 2.7181 - - - | a transcendental number), and let 1.7475 - - -
731 -+ be the binary representation of l.e. For a nonnegative integer n =
1y -+ - v31 (binary) we define

Ty = 1.(P1 @ v1)(To @ 1) - -+ (P31 D V31)T3233 - -+,

where the symbol & denotes the logical operation XOR. Let z, = M;z?mn(a:n) =
1.bsbg - - - bysbyg - - - (binary). For z, we drop the first 12 bits and take out the
succeeding 32 bits bigby7 - - - byr as the n-th random number Cn, that is, (, is the
number given by

Co = [2%2(2% 2, — |2 20))]. (2.2)

As we shall see in §2.3 {(,, }—0,1,... becomes a sequence of random numbers. Hence
we call this tiny random number generator the modified-beta 32-bit random num-
ber generator (MB32rand).

2.2. Implementation of MB32rand. We implement the algorithm of MB32-
rand on a computer using 32-bit numbers 1.0 - - - b3y except that a result of mul-
tiplication of two numbers x = 1.xy---x3; and t = 1.ty ---t3; is represented by
64-bit number boby.bobs - - - bgs with bob; = 01 or by = 1 depending on whether the
result is in [1,2) or [2,4) respectively. It is convenient for computation to identify
a number 1.b; --- b3y with a 32-bit integer 1b; ---b3;. For example, the first 32
bits of 1.e is identified with the 32-bit integer Oxa2cb4411, here ”0x” means "in
hexa-decimal notation”. So the result zt of multiplication of two numbers z and
t is identified with a 64-bit integer bob1babs - - - bgs with bob; = 01 or by = 1. Since

Mys,(t) = (2%2)t mod [1,2) = (2%)(xt) mod [1,2)
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the result Mys,(t) is identified with the 32-bit integer 1bsbg - - - bss extracted from
bob1bs - - - bgz which corresponds to xt. Notice that the bits 1bsbg - - - bgs is obtained
simply from bobybs - - - beg by (i) a shift of 4 bits to the left (— bobybobs is dropped),
(ii) a bit-OR with by, and (iii) a cut-off of bsg - - - bgs as follows:

sy vy s shi sy .
Do--Dubs - -bas---bgs T pube e bas - - - bs

OR 1bs -+ bas - - - bes cut, 1bsbg - - - bas.
The n-th {andO{n nurgber Cﬂ is the 32-bit integer bigbi7 - - - by obtained from
Myg, = 1.bs---big---bar---bes. Under these circumstances we have
(o =0x61890520, (; =0xb16d7669 and so on.

2.3. Statistical test of randomness of MB32rand. Let us show that (y, (3, - - -
is a sequence of random numbers. To see the randomness of {(,} we apply the
NIST statistical test suite sts-2.1.1 [8]. For NIST’s suite we prepare 10 files which
consist of 10242 x 1000 bits of (,, n = 0,1, ---. Each file supplies 1000 sequences
of 10242 random bits to the suite. A result of each test of the suite is given us
by a p-value and a fraction(proportion) of sequences passing the test at the level
of 0.01. (In the block frequency test we set ”block length”=20000.) We repeated
NIST’s suite ten times using ten files prepared above and averaged ten values
of each test. And finally we took the maximum and minimum over 188 tests in
the suite to describe the results shortly. The result of NIST’s test is the follow-
ing: (for comparison’s sake we also give the result of Mersenne Twister random
number generator [10].)
[MB32rand]

P-VALUE AvMax = 0.737001 at NonOverlappingTemplate [i = 83]

P-VALUE AvMin = 0.285480 at RandomExcursionsVariant [i = 181]

PROPORTION AvMax = 0.992503 at RandomExcursionsVariant [i = 170]

PROPORTION AvMin = 0.986800 at FFT [i = 7]

[Mersenne Twister ar]

P-VALUE AvMax = 0.713578 at NonOverlappingTemplate [i = 105]

P-VALUE AvMin = 0.188745 at NonOverlappingTemplate [i = 126]

PROPORTION AvMax = 0.992879 at RandomExcursionsVariant [i = 168]

PROPORTION AvMin = 0.986809 at RandomExcursions [i = 159]
Here #x in [i = *#] is the serial number of the test in the suite. From these results
we can say that (,’s are random numbers. Theoretical consideration of ergodic
properties of Mz will be given in §7.

§3. A tiny 32-bit hash function based on f—transformations on [1,2)

We can consider that a hash function is a pseudorandom number generator
whose values are determined by input streams of bytes B of arbitrary size. Be-
cause it is easy to insert byte-data between a repetition of Mg, we can construct



a hash function by making use of the algorithm of MB32rand. In the following
we first state the algorithm of a tiny hash function MB32hash, and next give the
implementation of the algorithm. The MB32hash is the base of our hash function
MBnhash (n = 160, 192, 256, - - -, 2048, 4096) which is stated in the next section.

3.1. Algorithm of MB32hash. Let B = BBy --- By be an input streams of
bytes. The algorithm of MB32hash consists of two stages called compression and
scrambling.

3.1.1. Algorithm of the compression. Define wy = 1l.e, and for w;_;
compute wy by

Wy = M231.e(wk—1 S¥ Bk)a k= ]-727 T 7N7 (31)

where
Wi —1 P Bk = 1b1 R b7(bg >, Cl) s (b15 ) Cg)b16b17 e bgl s (32)

for By, = ¢1 - - - cg in binary. We call the process of obtaining the final wy from B
the compression of B. It is reasonable to think that wy is generated by using all
information of B. To impose in wy the size N of B (we assume N < 23!), we put

y=wny ®N =1.(by ®v1)(by® ) -+ (b1 ® v31)bsabsg - -,

where wy = 1.b1bs - -+ and N = vy - - - 31 in binary.

3.1.2. Algorithm of the scrambling. To get a 32-bit random number
corresponding to B, that is, to get a hash value ( corresponding to B, we use the
algorithm of MB32rand as follows (cf. (2.2)):

2= Mg (y) and (= [27(2"z—[2"2])]. (3.3)

We call the process of obtaining z from y the scrambling of y.
The process of obtaining a hash value ¢ from an input stream of bytes B is
called MB32hash.

3.2. Implementation of MB32hash. We use the same 32-bit number system
which was introduced in §2.2 when MB32rand was implemented.

3.3. Randomness of MB32hash. In the same way as §2.3 we applied NIST’s
suite to {(x} where (j is the hash value corresponding to the input stream By, of
8 bytes which is identified with an 8-byte integer having the value k. The result
is as follows:
[MB32hash]

P-VALUE AvMax = 0.713263 at NonOverlappingTemplate [i = 20]

P-VALUE AvMin = 0.223232 at NonOverlappingTemplate [i = 116]

PROPORTION AvMax = 0.992982 at RandomExcursionsVariant [i = 168]



PROPORTION AvMin = 0.986110 at RandomExcursions [i = 159]

3.4. Increasing the randomness of MB32hash. Testu0l [1] is a suite of
statistical tests of random numbers and consists of three sub-suites named Small-
Crush, Crush and BigCrush. Crush and BigCrush require enormous amount of
random numbers, and if we apply Crush and BigCrush to the above {(;}, then
{Cx} fails to pass some of tests in them. However the algorithm and imple-
mentation of MB32hash are very flexible, and so we can consider various ways of
increasing the randomness of MB32hash. One simple way is to use Ms23; . instead
of Mys1, in the compression and to use M21263y instead of M21§’y in the scrambling.
A hash value ¢ is 32 bits given by ¢ = [2%2(232 — |23z])]. We implement the
above algorithm using the 44-bit number system where MSB(most significant bit)
and LSB(least significant bit) are always kept to be 1 such as 1.b1by - - - bye1. Then
new {(x} passes all the tests in Crush and BigCrush. (To set the LSB to be 1
has an effect of increasing the randomness of {(;}. (See also §4.2 and §6.1.2.))

84. Hash function MBnhash, n= 192, 256, ---, 2048, 4096

Because the algorithm of MB32hash is simple and flexible, by changing the
map Mg we can construct a series of hash functions MBrhash whose hash value
is n bits (n = 192, 256, 384, 512, 1024, 2048 and 4096). Since the story is the
same for all n, we assume n = 1024 in the following.

4.1. Algorithm of MB1024hash.

4.1.1. Algorithm of the compression. Suppose an input streams of bytes
is B= B1By---By. Let Wy = 1l.e and P = 128. For W;_; € [1,2) we compute
Wk by

Wi = Myp-11.(Wi_1 @ Biye—1)w8Borh—1)sE - - Berg—1«p) (£ =32) (4.1)

where
Bl+(k71)*EB2+(k71)*E T BE+(k71)*E

= Biy-1)+8B21 (-1)xE0 B3¢ (k- 1)+ Bay (k—1)x50 - - - - - - 0BEe_14+(k-1)+EBE+(k—1)+E

and @(= XOR) is taken from the bit tp of Wy_1 = 1.t1tat3---tp---. Notice that
a null byte 0(=0x00) is inserted after every two bytes of Biy(i—1)xEBoy -1y " -
Bt -1y« except the last one. (There may be a case that 1 + (k — 1) x E <
N < E+ (k—1) %« E at the last step of the compression.) The meaning of
inserting 0’s in B is to keep places in Wj_; where B can not touch (see §6.1.1).
After computing the the last Wy, namely, W (v_1)/gj+1 = 1.t1t2--- , we embed
N = VilVg - - V3132 (binary) in Wl_(N—l)/EJ-I—l such as

W =11t tp1(tp Drr) - (tpys1 @ vs2)tpysa-- -, (4.2)



and obtain W. (Notice here that there is no need that N should be 32-bit.)

4.1.2. Algorithm of the scrambling. Let S = 96 and @ = 224. (The
number S is chosen so that 165 is about one and a half of n(= 1024).) We first
compute Z = (Mzs,lw)lﬁ(W). Then we drop the first Q/2 — S bits of Z and
take out the succeeding n = 1024 bits by

¢ = [20(2@W2=5717 — |2@/2=5-17))]
as a hash value.

4.2. Implementation of MB1024hash.

4.2.1. Implementation of the compression. In implementing the com-
pression of MB1024hash, the sizes of bits which we give to 27" 11.e and W;_;
in (4.1) are M = 160 and L = 1024(= n) respectively. The reason why we
use the short size M instead of n is to reduce the time of multiplication in
(4.1). We always keep the MSB and LSB of 1.e and Wy_; to be one (cf. §3.4
and §6.1.2). Then a computation Myr-11.(t) with l.e = l.zy29-- 2321 and
t = 1.t1ty-- - t,_o1 is proceeded as follows:

le=1x129-- 13191 I s s s S . oP—1
t = 1t12152 .2. . tn_]jl 2 % bobl . bQ e bP—lebP+1 ...... bn+M721 ><_>
v s . mod [1,2) - - -
bob1ba -+ -bp_1bp . bpyy e+ bnim—21 — L.bpy1-bpyn-1- buparol
CUu J hg be OR ~ ~
S N PR bpin—2bpyn1 — 1.bpyy------ bpin—2l.

Of course, in a real computing, numbers 1.x1x9---x)_o1 and t = 1.4ty -+ -1, 51
are identified with integers lzixs---xp_21 and t = 1tyty---t,_21 respectively.
In this case it is not so hard so see that the code of compression of MBnhash
becomes the same as that of SSIrhash in [7].

4.2.2. Implementation of the scrambling. In implementing the scram-
bling of MB1024hash, we separate the role of two W’s in (Mys 1w )'¢(W) into
W and W such as (M,s_1w)'"*(W). The sizes of bits which we give to W and
U in Mys-14/(U) are 224(= @) and 1024(= L(= n)) respectively. We keep the
MSB and LSB of W and U to be one as well. Then if we identify W and U
with integers 1129 ---2g_21 and lujug - - - u,—21 respectively, the computation
M,s-1yw(U) is equivalent to the following integer operations:

W s lxyxg - ZEQ_Ql mul 7y vy .
ceeDabha 1 e _ 1
U 1U1U2 s un—Q]- - bOble bSbS—‘rl bn+Q 9 —

~ ~ ~ ~ ~ t ~ ~ ~ ~
bsbsi1 -+ bsin—obsin_1  bprgol —— bsbsii bsin_obsin_1

OR y y
—  1bgt1---bsyn—2l.

Remark. Let W in (4.2) be identified with lwjws - - - w,_ow,_; and put
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FoFrFa - Fo_sfgo1
= (lwy -+ wg-1) ® (WQw@i1 - Waq-1) D -+ D (WrQWrQ+1 " Wn1),

here &(XOR) is taken bitwise and k is the one satisfying kQ < n < (k +
1)Q. We note that if we replace 1zyzs -+ - xg_o1 with 1%, - - - Zg_21 in the above,
we have the same algorithm of scrambling as SSInhash in [7]. (Notice that
12125 - - - Tg-2@g—21 is determined by using all information of 1w;ws - - - wy_swy,—1,
while 12129 - - - 2g_21 = 1w - - - wg_11 is not. The reason why we employ 1z zs - - -
xg-21 here is to take over the simplicity of the algorithm of MB32hash.)

4.3. Parameters and speed of M Bnhash.

L M E P 0 S
MBrnhash | (size of Wy, W)  (size of 1.e)  (bytes Embed.) (size of W)

160 20 8 8 5 12(8) 2
192 24 8 8 5 12(8) 2
256 32 8 8 5 12(8) 3
384 48 12 16 9 12 4
512 64 12 16 9 16 6
1024 128 20 32 17 28 12
2048 256 36 64 33 52 24
4096 512 68 128 65 96 48

Table 1: Values (bytes) of parameters for MBnhash

4.3.1. Parameters of MBnhash. In Table 1 we give the values of param-
eters which we used for MBnhash, n = 160, --- ,4096. A value in ( ) is that of
SSInhash in [7] which is different from MBnhash.

4.3.2. Speed of MBnhash. We measured the speed of MBnhash in two
ways (A) and (B). The (A) is to measure the speed of generating a hash value
for long input stream of bytes, while (B) is to measure the speed of generating
hash values for short but enormously many input streams. More precisely in (A)
the input stream of bytes B is the 10243 null(=0x00) bytes on memory, and in
(B) the number of input streams B is 107 and each B is an 8-byte integer which
is given a value 0,1,2,---. Each time in Tables 2 and 3 is an average of three
trials measured in seconds. The environment of our computer is the following :
OS: Windows 7 Professional 64-bit, CPU: Xeon 3.1 GHz, Memory: 8 GB and
Compiler: Intel icl v.12. In the table, (SHA512); and (SHA512); mean that the
source codes are of NIST sts-1.8 and of Gifford [9] respectively. The (32-bit)
and (64-bit) indicate that multiplications of multiple-integers were performed by
using (32-bit) x (32-bit)=(64-bit) multiplication and (64-bit)x (64-bit)=(128-bit)
multiplication respectively.



MBrhash — | 160 192 256 384 512 1024 2048 4096 (SHA512), (SHA512),
time(32-bit) | 6.3 7.0 83 7.7 9.7 147 223 370 16.7 5.7
time(64-bit) | - 53 6.0 57 63 83 113 177 - -

Table 2: Time (A) of hashing 10243 bytes on memory

MBrhash — | 160 192 256 384 512 1024 2048 4096 (SHA512); (SHA512),
time(32-bit) | 6.7 80 9.3 13.0 22.7 80.3 274.7 965.7 26.0 6.7
time(64-bit) | - 53 7.0 103 11.3 40.7 1287 400.0 - -

Table 3: Time (B) of hashing 107 input streams of 8 bytes

4.4. Statistical test of randomness of MBnhash. We tested the randomness
of hash values {(x} by MBnhash, n = 160, --- ,4096, using the Crush suite in
TestU01 V.1.2.3 [1]. Here ¢} is the hash value corresponding to the input stream
B;. of 8 bytes which is introduced in §3.3. The bits tested are the first 32 bits of
each (; and full bits of each (i, respectively. The Crush requires approximately
0x800000000(~ 3 x 10'9) 32-bit integers or double precision numbers in [0,1].
When a double precision number is requested, we made a number by setting 32
bits from (j, in the mantissa of double precision variable. The results of Crush are
that all tests were passed. The maximum time taken by Crush was, of course, for
testing the first 32 bits of (, by MB4096hash and was 6600 hours. (We splitted
the Crush suite into many parts and executed them in parallel.)

85. Security of MB32hash from a point of view of algorithm

Since the security of MBnhash, n = 160, --- ,4096 is the same as MB32hash,
we consider here and in the next section the security of MB32hash. We argue
in this section the security of MB32hash from a point of view of algorithm. The
security of MB32hash from a point of view of implementation will be discussed
in the next section.

Throughout this section we assume that the size of bits under which each
number in [1,2) is represented is sufficiently long (and can be regarded as infinite)
because we argue the security from a point of view of algorithm and do not care
how MB32hash would be implemented.

In the following we consider when two different input streams of bytes B and
B yield the same hash values. We divide the argument into two parts. The first
part(§5.1) is to consider when equality wy = wy holds after the compression of
B = B,By---By and B = BB, - BN The second part(§5.2) is to consider
when different y and ¢ yield the same 32-bit hash values after the scrambling of



y and g. The argument below is based on [7] but is more strict and precise.

5.1. Security of the compression from a point of view of algorithm.
5.1.1. We start with the simple case B = B; and B = B; in order to show
how the argument is proceeded. Since

Mys,(t) = (2%2)t mod [1,2) = (2%)(xt) — | (2%)(xt)] + 1, (5.1)
we have
wy = My (wo @ By) = 23(Le)(le® By) — [2°(le)(l.e® By) | + 1. (5.2)
For the time being let v denote the number 231.e of Mys; ., that is,
v =2%(1.e) =10.17462- - - .
Then (5.2) is rewritten such as
wy = M, (wo ® By) = y(l.e® By) — |[y(l.e® By)| +1, (5.3)
and hence w; = w; means
y(le® By) — |7(l.e® By)| =v(l.e® By) — |[y(l.e® By)]. (5.4)

Instead of finding By and B satisfying (5.4) directly, we first search t; and £,
which are in the interval (—1,1) and satisfy

Y(le+t) — |[y(Le+t1) ] =y(le+ 1) — [y(le +11)], (5.5)

and then check that 1.e +¢; and 1.e + f; are realized by 1l.e ® By and 1l.e ® Bl
respectively. (Notice that the values which ¢, and #; can take are only 2% values
because By and B, are 8-bit.) Let s11, - - -, S99 be the numbers satisfying M, (s) =
1. (See the graph of M, given in Figure 1.) It is clear that s; = i/vy. Below we
give some values of s; for reference sake:

S11 = 1.08112 - Yy S19 = 1.17940 - Yy S13 = 1.27768 - oottty S90 = 1.96567 - -

We further put s;p = 1 and s9; = 2. Now define I; = [s;, $;41), @ = 10,--- ,20.
Then it is easy to see that

[1,2) :]10U111UU]20, (56@)
My(1) = 117462+, lim M,(s) = 1.34925--- (5.6b)
if se€l;, then |vs| =14, i=10,---,20, (5.6¢)
Jim M(s) =2, i=11,--,20, (5.6d)
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M., (s) is linear and increasing on [;, i = 10,--- , 20, (5.6¢e)

d
a{MW(S)} =~ for s € (s, 841), ©=10,---,20. (5.6f)

In order that 1.e+t; and 1.e+¢; are realized by 1.e® B; and 1.6@B1 respectively, it
is necessary that they are in [1,2). Hence suppose (1.e+t;) € I, and (1.e+#;) € I,
for some p and ¢. Then (5.5) becomes

Y(l.e+t) —~y(le+t)=p—q (5.7)

by (5.6¢). Now we regard (5.7) as a linear equation of ¥:
Yt —t) + (—=p+4q) =0, (5.8)

whose solution 7(ty,%,,p, q) must include v = 23(1.e) when t,, {; vary over the
interval (—1,1) and p, ¢ vary over {10,---,20}. If ¢; is equal to #;, which is the
case of By = By, then any 7 including v = 23(1.e) can be a solution of (5. 8)
because t; = t; means p = q. Next assume that t; # t, and l.e + t1 and l.e +
are realized by l.e & By and l.e & 31 respectively. Then ¢; and {1 can have the
form

(4 or —)0.0000000bgbg - - - b15000 - - - in binary.

Hence the number of values which ¢, and #, can take in (5.8) is at most 2% x 2 = 2.
Since p and ¢ are integers which vary from 10 to 20, the number of linear equations
which can appear as (5.8) is at most 2% x 27 x 11 x 11. Then it is not hard to see
that when t; # t1,
y=281e) =21+ L1 +L+5+5+)}

is not included in the solutions of such number of linear equations. This means
that there are no B = B; and B = 31 satisfying B 7é 31 and w; = w;.

5.1.2. We next consider the case B = B; By and B= B1 Then the compres-
sion of B and B is proceeded as follows:

wy = M, (wo® By) =v(l.e®d By) — |y(l.e® By)] +1 (by (5.3)),

wy = M, (w1 ® By) = y(w1 & By) — |v(w1 & Ba)| + 1,
w1 = M, (wo ® Br) =7(l.e® Bi) — [y(l.e® By)| + 1.

Therefore if equality ws = w; holds, we have
Y(wr @ By) = [y(w1 © By)| = (Le ® By) — [7(Le® By)),
that is,
H(y(1.e®By)—|v(1.e®By) |+ 1)E B} — |7 {(v(1.e®By)— |v(1.e®By) |+1)® B } |

= y(le® By) — |y(le® By)]. (5.9)
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In the same way as §5.1.1, instead of finding By, B, and B; satisfying (5.9)
directly, we first search t1, t, and ¢, in (—1, 1) satisfying

HOy(Le+t) = [y(Le+ )] +1) +to} = [r{(y(Le+t1) = [y(Le+ )] +1) + 12} ]

= y(le+t) — |y(le+1)], (5.10)

and then check that 1.e + ¢, y(l.e+t1) — [v(l.e +t1)] + 1)+t and l.e +f1
are realized by l.e @ By, (v(l.e ® By) — |7(l.e ® By)] + 1) @ By and l.e ® By
respectively. Suppose that

(Le+t) € Iy, {(v(Le+ts) — |[y(le+t1)] +1) +ta} € I, and (le +#,) € 1.
Then (5.10) becomes

H(y(le+t) —pr+ 1) +ta} —pa =~(le+ 1) — q. (5.11)
We regard (5.11) as a quadratic equation of 4:

Fle+t) +3(—p1+1—letty—1t1) —pr+q=0, (5.12)

whose solution 7(t, ty, 1, p1, p2, q) must include v = 23(1.e) when t,,t,,#; and
p1,P2,q vary over (—1,1) and {10,--- 20} respectively. Now suppose

Le+ty, {(F(l.e+t) — [F(l.e+t)] +1) +t,} and le+i
are realized by
le® By, {(#(1l.e® B)) — |7(l.e® By)| +1)® By} and l.e® By,

respectively. Then t,t, and #; can be of the form £0.0000000bgbg - - - 15000 - - -,
and so, by the same reason as §5.1.1, the number of equations which can appear
as (5.12) is at most (2%)3 x (11)3. Then it would be impossible to show that
v=2%1e) = 23{14 ;5(14 4+ 5+ 5 +--- )} is included in the solutions of such
number of quadratic equations. Thus we know that there are no B = B; By and
B= él satisfying wy = wy.

5.1.3. In general for B = B; By - - - By, in the same way as above, we have

Wy = KY(wk—l + tk) — Pk +1= ,Y(U)k;—l + tk) +Z§k7 k= 17 2a e 7Na (513)

where  pp = [y(we—1 +1)] and  pp = —pp+1,

and hence
wy = Wy H{O{(y(wo+t1) +p1) Hta}+P2) +l3}+P3 - +Dyv-1) +in}+DN

= N (wo +t1) + NP1+ t2) N (B +t3) -+ (Bt +En) + Dy (5.14)
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with wy = l.e. (Notice that p, € {—19,— -, —9}.) Therefore if wy = Wy
for B= B,By---By and B = B, -- BN, N > N the equation which ~ should
satisfy is

AN(Le4t1) + AN NPy +to) + AN 2 (Do +t3) + -+ F(Pn-1 + tN) + Pn

=¥ (Le + 1) + 3G + ) + 7V 2@+ Ls) - + g1+ ty) + g,
that is, if N = N7

AVt =)+ B — Gt — ) AV (P — G+ s — 1) + - -

+3(Pn-1 — Gn-1 +ty —tn) + Py — dn) = 0, (5.15)
and if N > N,

'S/N(l.6+t1)+§N_1(]31+t2)+"'+’YN+ (Py_x1 tin_x)

+'3/N(15N_N —let+ty x4 — fl) + '?N_l(ﬁN—N-H @ty _jo 52) +---

7 (Bv-1 = gy +ty — ) + (v — dg) = 0. (5.16)
Let ¥ = J(t1, -+ ytn,t1, o tg, D1, PN, 1, - 5 Gx) be a solution of (5.15) or
(5.16). If B = B, then ¢, = t), for any k, and so any 7 including v = 23(1.e) can
be a solution of (5.15) (— no problems occur). Suppose B # B. Then by the
same argument as §5.1.1 and §5.1.2, the number of algebraic equations which can
appear as (5.15) or (5.16) is at most (2°)N Y x (11)¥*~_ Under these restrictions
if we look at the form of v = 23(1.e) = 22{1 4+ (14 §;+ 5 + 3 + -+ )}, we
know that it would be impossible to find « in the solutions of such finite number
of algebraic equations. Thus, if the size of bits where each number in [1,2) is
represented is nearly infinite, it is very hard (impossible) to find different B and

B whose length are finite and compressed values wy and wy are the same.
5.1.4. From (5.14) we have

oW,
N = AN=hH = (23(1.e))N L, (5.17)
oty,
Hence for almost every (t1,--- ,ty), if Aq,---, Ay are sufficiently small, then

Wyt + 401, i+ An) — Wa(ty, -+, tn)

N

~ aWN 3 N—k+1
Z 3 Ap =) (2%(Le)N A,

k=1

From this one might thmk that one can control the value of Wy by changing Ay
of ty+Ay, k=1,---, N. However the values which A\ can take are only discrete
28 values because each t; + A should be realized by t, & By. Further, (5.17)
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tells us that as N — k becomes large the value o grows exponentially, and

is extremely large compared to 2% which has small N h. This 1mpl1es that it
is very difficult to adjust the Value Wy accurately by changing Ay, -+, Ay.

5.2. Security of the scrambling from a point of view of algorithm.

5.2.1. Since the scrambling of y is done by z = M,? (y), we can regard the
scrambling of y as the compression of B = 00---00 (zeros of 16 bytes) by the
map Mos, instead of Mas; ., that is, M;fy(y) is given by

up =y, ur = Mo, (up—1 ®0), k=1,2,---,16, and z = uy (5.18)

(cf. (3.1)). So in the following we can make use of the argument developed in
the analysis of the compression of MB32hash. Below in order that the reader can
image the graph of z = wue(y) = Mg ,(y), we give the graphs of ui(y) = My, (y)
and us(y) = My, 2..(y) (partly) as Flgure 3 and 4.

2 2 T TTTT
1.5 1.5
1 1 | [ |
1.5 2 1 1.06 1.1 1.15 1.2

Figure 3. Graph of u;(y) = Mas,(y) Figure 4. Graph of the initial part of M;y(y)

It is not so hard to see that ui6(y) is right continuous and is differentiable (there-
fore continuous) almost everywhere on [1,2). From (5.18) and (5.1) we have

uo =y, ur(y) = 2yur-1(y) — 29w (v)] + 1= 2y (y) + o, (5.19)
where g, = —|23yur_1(y)] + 1. Note that
Dk € {_307 _297 T _7}

because y and uy_1 are in [1,2). Since each py does not change its value near a
point y where uy6(y) is differentiable, it holds from (5.19) that

u(y) = 2Pwp_a(y) + 2°yup_, (y),
up(y) = 24w (y) + 2%yuy_(y)

fork=1,2,---,16. (Note that u}, and u} are positive.) Hence u4(y) is expressed

such as
e {223 2%) s k<y>}+23<23y>15y,
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for almost every y. Because 1 < up < 2 and 1 < y < 2, the above expression
yields the following inequality:

15 15
SR < ulyly) < D21+ (2"
k=0 k=0

which gives us
248 1 208 1
1_93 < uig(y) < o (5.20)

This inequality will be used in §5.2.3.

5.2.2. What we want to show below is that it is very difficult to find different
y and y which yield the same hash values ¢ and (. (Recall that ¢ and ¢ are
extracted from z = M,? (y) and 2 = M3, (y) respectively.) By referring to (5.14)
with wy = up(= y) and tx = 0 (sinceBy, = 0), we have

2= 2(y) = (2°9) "y + (29)°p + (229 pe + -+ (2Y)pis +Drs, (5.21)
here py, is the one defined in (5.19). In the same manner, for Z we have
29) = (2°0)°9 + (2°0) %@ + P9 g + - + (2% @15 + G, (5.22)
where ¢, € {—30,—-29,---,—7} is defined by
Qo =19, G =2%Gp1 — |2°9lp—1] +1= 2G04 + G, k=1,---,16.

(More exactly, Z(y) and 1ux(y) should be written such as z(y) and ug(g) respec-
tively. Nevertheless we use Z and u; in order to show their dependence on gy
explicitly when they are abbreviated.) Since the hash values ¢ and are  ex-
tracted from z and Z by

¢ = [2%2(21 — [2"2])] and C = [2%(212 — [2"2])),
(= f is written as
[272(272 — [2M2])] = [27(272 — [2M2])], (5.23)
which requires
1232 (212 — [2M2]) — 2%2 (22 — |2M2]) < 1.
Therefore in order that ¢ = é it is necessary that
I(z =271 2M2)) — (2 — 2721 2))| < 27%, (5.24)

5.2.3. It is obvious from the local continuity of z(y) that if y and g are very
close to each other then we have ( = (. Then how much is the degree of "very

15



close”? To this question it is natural to think that y and §y =y +n, n > 0, at
least satisfy
Pk =Gk, k=1,---,16, (5.25)

and
12M2] = [212]. (5.26)

In this case 7 should satisfy n < 27%1. In fact (5.21), (5.22), (5.25) and the local
monotonicity of uyg tells us that ui6(y) and 416(7) are on the same branch in the
graph of ujs. Then from the local monotonicity of u}g we have

A ~

29) — 2(y) = dae(9) —we(y) = we(P) —uwe(y) = wig(y)n,
which, combined with (5.20), yields

218
1273

n < zZ-—z (5.27)

Further (5.26) reduces the condition (5.24) to
|z — 2] < 2743, (5.28)
Therefore if n > 2791 since

2% 1 DA 8
5512 T 279 = ?(2—43 —279) > 2743 (5.29)

it holds that 2 — z > 27% from (5.27), and hence (5.28) is not satisfied. Thus 7
must satisfy n < 27°1 if (5.25) and (5.26) hold. However if n < 2791 there is a
problem in implementing y and § = y + n because the size of bits which y and
g can use (currently 32 bits) is insufficient to distinguish the difference of y and
§. So if we want to find y and § satisfying ¢ = ¢ and |y — g| > 279! (in this case
(5.25) and/or (5.26) are not satisfied) we have to solve (5.23).

5.2.4. Let us show that to solve (5.23) is very difficult. We first remark that
| A] = C (C:integer) is equivalent to { < A < ¢ +1. Then (5.23) is rewritten such
as

¢ <2%2(2"z — [212]) < {+1, thatis,

271|212 42780 <z < 27 212 4 278(C + 1),

and so from (5.21) A
2—11 L2112J _|_ 2—43<'

< (291091 + (2%) Py + (25 Py + (2%)p1sy + Pie
< 27H2Mz] 4 278(C 4 1). (5.30)
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Remember that a y satisfying (5.30) generates the hash value § which is deter-
mined by . Now we want to find y satisfying (5.30) for some (. Let ¢ be fixed
arbitrarily. Since a small perturbation of y does not change the values

P, k=1,---,16, and [2"z]

in (5.30) at a continuous point of y, if y satisfies (5.30) then y must be a solution
of the following algebraic inequality of g

2—112 + 2—436

S (23)16@17 + (23)15P1g15 + (23)14P2g14 et (23)P15?) + P16
<27 Mz 4278 +1) (5.31)

with Z = [2!'z] and P, = Py, k = 1,--- , 16. Therefore if we want to find y whose
hash value is equal to CA , then we have to solve an inequality (5.31) whose P}’s are
in {—30,—29,---, =7} and Z is a 12-bit integer with MSB = 1. However it will
be very difficult to solve inequality (5.31) because we have no general algorithms
of solving algebraic equations whose degree is higher than 4. Since é is arbitrarily
fixed, we conclude that it is very hard to solve (5.23) theoretically. (Numerical
analysis of (5.31) will be treated in §6.2.)

Finally we give two remarks. (1) For a solution ¢ of (5.31) P;’s must satisfy
Py, = pi, where py’s are integers determined from ¢ by (5.19). This situation is the
same for Z = |2'1z]. If these restrictions are not satisfied, we can not use ¢ as
a solution satisfying (5.30). However the probability that P;’s and Z pass these
restrictions is very low if if they are chosen independently. (2) Even if one may
find y and y which yield the same hash values ¢ and f , it would be very difficult
by the argument given in §5.1 to find input streams B and B which generate y
and g respectively.

§6. Security of MB32hash from a point of view of implementation

The argument given in §5 was based on the assumption that the size of bits
which each number in [1,2) can use is sufficiently long. However our MB32hash is
implemented on the 32-bit system given in §2.2. So we have to discuss particular
problems which arise when MB32hash is implemented on a finite-bit number
system. The argument here is based on the security of SSRhash in [7] but is
rather clear because of the simplicity of Mg.

6.1. Security of the compression from a point of view of implementation.
We assume in this subsection that each number in [1,2) is represented using 32
bits 1b; - - - b3; which was introduced in §2.2. Hence we use Oxa2cb4411 as 1.e and
wo.

6.1.1. We first show that if XOR(®) is taken at the places which include
LSB(the least significant bit) such as by - - - b3y, then we can find B and B whose
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compressed values wy and Wy, are the same. Let B = (00)(00) in hexa-decimal.
For B the compression (3.1) is proceeded as follows:

wo = a2cbd411 X% a2cb44(1 @ 0)(1 @ 0) = a2cb4d11 2%

6785¢38a890£0921 MY 7850384800 £0921 2E  £85¢384890 0921

<, #85e38a8 = wy 28 £85e38(a @ 0)(8 @ 0) = f85e38a8

™ 9qf0d49ac2866328  TTE df0d49ac2866328 2R df0d49ac2866328

cut

— df0d49ac = ws.
On the other hand, for B = (01)(36) w0, is computed as follows:

wo = a2cb4411 X 02cb44(1 @ 0)(1 @ 1) = a2ch4410 2%

6785¢389¢643¢510 T 7850380¢643¢510 2% £85¢389¢643¢510
< F85e389e = 1y X 185e38(9 @ 3)(e @ 6) = f85e38a8(the same as B)
w2 df0d49ac = 1.

Thus we have wy, = wy. To avoid this problem it is sufficient for us to avoid
taking & with lower bits including LSB of wy;_;. For example we have only to
take @ with bg - - - by5 in (3.2). By this improvement bits after b5 are not touched
by the operation @, and hence the difference between bits by - - - b3y of wi_1 and
1316 ce 1331 of w,_, remains as it was.

6.1.2. Next suppose that wy and = are equal to 0x80013000, and the size of
shift to the left after multiplication is 16 bits. Let & be taken with bg- - - b5 of
wg_1. Then the compression of B = (00)(00) by the corresponding map

Wp = M215x(wk,1 D Bk) = (215x)(wk,1 D Bk> — L(215x)(wk,1 D Bk)J +1

is proceeded as follows:

wo = 80130000 2% 80(1 & 0)(3 @ 0)0000 = 80130000
mul 4013016900000000 shifils 016900000000 OF, 816900000000
cut XOR

<, 81690000 = wy % 81(6 @ 0)(9 & 0)0000 = 81690000

™ A 0be1ach00000000 5% 146600000000 25 94cb00000000

U 9acb0000 = Wa.
On the other hand, the compression of B = (01)(3f) is proceeded as follows:

wo = 80130000 X2¥ 80(1 @ 0)(3 @ 1)0000 = 80012000
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™ 4012815600000000 shiftl6 815600000000 2% 815600000000
81560000 = by 2f 81(5 @ 3)(6 & £)0000 = 81690000(the same as B)
™ 2 9aeb0000 = by

Thus we have wy = wy. This problem was caused due to too many zero-bits
after the multiplication. We can avoid this problem by setting the LSB of x
and wy to be one as in §3.4, that is, by employing 0x80013001 as z and wy
instead of 0x80013000. By this improvement, if B; and By are different, then
after multiplication and shift the last 16 bits including LSB of w; and w; are not
all zeros and not the same. For example, for B = (00)B --- and B = (01)B, - - -,
wy and w; are computed as follows:

wo = 80130001 XO& 80(13 & 00)0001 = 80130001 i
4013016a00260001 “"4° 016400260001 2% 816400260001
<, 81600026 = w, Xox 81(6a & B,)0026 — - - -
and
wo = 80130001 Xok 80(13 @ 01)0001 = 80120001 mul
4012815700250001  “"5° 815700250001 2% 815700250001

81570025 = 1y ~2F 81(57 @ 13,)0025 — - - -
Since @B, and @B, in (6a & B,) and (57 @ B,) above can not touch lower 16
bits including LSB of w; and w;, we have wy # wy for any By and By. This is
one of the reason why we keep the LSB of w; to be one in MBnhash in §4.2.

6.2. Security of the scrambling from a point of view of implementation.
In §5.2 we derived an algebraic inequality (5.31). There we said that we have no
general theoretical ways of solving algebraic equations whose degrees are higher
than 4. However we have another way of solving algebraic equations, that is, we
can use numerical analysis. Hence one may think that by referring to numerical
solutions of (5.31) one can find different 32-bit numbers y and ¢ which yield
the same hash values ¢ and . But this is not affirmative. Suppose for some
¢ we can find a numerical solution Y of (5.31) which satisfies P, = p; and
Z = |2"z], and hence satisfies (5.30) with g, = Py and |2''z] = Z. (Recall
that py, -+, p1g and [2'z] are determined automatically from y =Y by (5.19)).
Let Y =1.Y1Y5---Y5---. From Y we want to find a 32-bit number Y* which
keeps the inequality (5.30) with y = Y*. Let Y* = 1.Y]Y,--- Y3 for example,
and compute ¢}, -+, and |212*] for Y* using (5.19). Here we assume that
the equalities

pe=qr, k=1,---,16, and [2"z] = |2"2"] ((5.25)"(5.26)")(6.1)
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hold, because at the point of time when (6.1) does not hold (that is, when py # §;
or [2M2] # [2M2*| occurs) the inequality (5.30) for Y becomes meaningless as
the inequality which approximates (5.30) for Y*. Then by the argument at the
beginning of §5.2.3 we have Y — Y* < 279 This requires that when Y is
truncated to a 32-bit number Y* the error should be less than 271, that is, it
is required that at least bits Y33Y33--- Yy of Y should be all zeros. However
in reality this is almost impossible. In this way we know that in most cases a
numerical solution of (5.30) becomes useless when it is rounded to 32-bit.

Finally let us consider the effect of rounding errors which arise when a 64-bit
number Mysy«(uf_;), k=1,--- 16, is truncated to a 32-bit number u}. Since a
rounding error of Mysy-(uj_,) is multiplied 16 — k times by 23Y* of subsequent
Mossv s, the effect of rounding error grows up very quickly if £ is small. Especially
rounding errors in early stages causes the same effect as the cut-off of Y to Y*
stated above, that is, makes an expected inequality meaningless. Further an
amount of rounding error is uncertain and difficult to control. Therefore rounding
error increases the resistance of MB32hash against attacks based on numerical
analysis.

§7. Ergodic properties of f—transformations on [1,2)

In this section we discuss properties of S-transformation Mgz on [1,2) shortly
(for the definition of Mg, see (2.1)). Originally a [-transformation, § > 1, is
defined on the interval [0,1) such as

Ts(s) = Psmodl = fs— [fs]
and is generalized to a linear mod one transformation
Tgo(xr) = pPr+amodl = fr+a-—|fr+qf

here 0 < av < 1. Investigation of properties of T3 and T, has a long history and
many results are obtained. On the other hand, our g-transformation Mz on [1,2)
is related to Tz, by

My(t) =Ty 5t —1)+1, te€[1,2), (7.1)

where 3 is the fractional part of 3, that is, 3 is the number in [0,1) defined by
B =|B] + 3. The equality (7.1) is verified as follows:

Tyt =1) = Blt=1)+75—[B(t—1)+ 0]
pt— 8] — Bt = [B]] = pt — |Bt]
= Mp(t)— 1.
The relation (7.1) says that the graph of My is obtained by translating the graph

of T} 5 to the right by one and then upward by one. In the following we summarize
properties of T}, briefly.
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Let X =1[0,1) and let (X, B, \) be the probability space on X where B is the
Borel o-field and A is Lebesgue measure.
In [2] Parry showed that vg.(E) = [, hg.a(z)d\(z) where

hpolz) = Y % - Y % (7.2)

v<Tg (1), n>0 z<Tg ,(0), n>1

is a finite signed measure which is invariant under 7 ,. (A measure vg, is said to
be invariant under T, if v5.0((Tsa) " (E)) = vg.o(E) for every E € B.) Moreover
if T3 4 is strongly ergodic, then hg,(x) > 0 almost everywhere and vg,, is a finite
positive measure invariant under 7 ,. (A map Tj, is said to be strongly ergodic
if (Tso) " (FE) C E implies A(E) =0 or A\(E) = 1.)
In [5] Wilkinson showed that if 5 > 2, then Tj,, is strongly ergodic.
Combining these results we have for T ,, 8 > 2,

(i) hga(z) >0 for ae. ze€ X,

(ii) the probability measure j54(-) = Vg.0(-)/V3,(X) is invariant
under 73 ,, and

(iii) for f € LY X, B, g )

=

li B
Nl—r>noo N

AT5u@) = [ F)duals) forac.aeX (@), (13

Il
o

Here a.e. stands for "almost everywhere”. We remark that

-2 B . 1 1
—— < hga(z) < T T that is, 1— 71 < hga(x) <14+ 71 (7.4)
from (7.2) after a simple computation ([5]).

Now let us return to our f-transformation Mz on [1,2). Recall that Tp,
corresponding to Mg is T 5. Since fy, = 25 IW in Z = (M,s 1) (W) is
larger than 2, the above (i), (ii) and (iii) hold for T, 4, From (7.4) and the
inequality 2571 < B < 2° we know that

1 1
1-— —25_1 — < hﬁwﬁw(x) <1+ —25_1 1

(7.5)
If S is 96, which is the case of MB1024hash, (7.5) becomes

1
2% ]

< hg g () <1+ (2% =~ 3.96 x 10%),

295 _ 1

which tells us h (x) is nearly 1 independently of W and z.

BBy
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Next, suppose the value of W is w and so 8, = 25 'w. (Recall that W
changes its value depending on an input stream B.) Then for a bounded measur-
able function f on (X, B, \), we have from (7.3)

) 1

for almost every x. This means that when N becomes large, then independently
of = the empirical measure of {Tg 5 () }n=0,1,-- ,N—1 approaches to pig 5 whose

mhﬁwﬁw (). Because the

value w of W depends on B, the distribution of Z = (M,s 1 )"(W) for various
B should be described by many h,, w € [1,2). If W spreads uniformly in [1,2),
then the dlstrlbutlon H(y ) of Z would be given by a uniform mixture of A, (y—1),

namely, by H f1 1)dw (for details, see §5 of [6]).

probability density function is given by Ay () =
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